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1 APPOPCUA 2.5.3

1.1.1 app-opcua#9hactive/activeserverredundancysupport

app-opcua client now supports simultaneous connections to two OPC UA servers within a single session
configuration. When “EndpointUrlAlt" is defined and *ConnectionMode" is set to 3 or 4, both sessions are
established and maintained independently. A failure on one server does not interrupt the other. Write
operations are forwarded to both servers simultaneously. In ConnectionMod8, read data follows a last-write-
winspolicy: the most recently received value from either server is applied. In ConnectionModd, a quality-
arbitration policy is applied: only the value carrying the best quality (GOOD > UNCERTAIN > BAD > MISSING) is
published; lower-quality values are retained in memory and immediately applied if the higher-quality server
disconnects. All existing ConnectionMode 0, 1, and 2 behaviors are fully preserved.

OPC UA protocol gateway client i

Status @ Running Active since March 30, 2026 9:22 PM

@ Automatically starts

Statistics '(.k = ):3' 7

[ =
Summary 2/2 Session(s), 2/2 Subscription(s)
Identifier Application Uri Endpoint Url Session State
hd 3811648635 urn:hw-ovf2l:dainsy:uaserver opcitcp://10.71.4.129:48020 ]
3955623525 urn:hw-ovf22:dainsy:uaserver opcitep://10.71.4130:48020 o
Identifier Monitored Publishing Subscription
Items Interval State
3811648570 ]
3 100
3955623469 ]

> 3811648636 urnchw-ovf2l:dainsy:uaserver opcitcp://10.71.4129:48020 o



1.1.2 app-opcua#94mprove handling of invalid datatypes in DataChange notifications

When the OPC UA client is connected to a server and receives data change notifications for monitored tags
within a subscription, the client will now continue processing the tag even if the datatype is invalid (null or
unsupported). In this situation, the tag quality and timestamps are still processed and propagated correctly to
the database, and the tag value will be processed as an empty string.

1.1.3 app-opcua#d systemd watchdog integration

A watchdog mechanism enabling the systemd service manager to automatically detect when the application
becomes unresponsive, stuck, or terminates unexpectedly has been integrated. This feature improves service
monitoring and allows the process to be automatically restarted in case of failure, thereby enhancing the overall
robustness and availability of the system.

[Service]
Type=notify
MotifyAccess=all
EnvironmentFile=/etc/dainsy/dainsy.env
ExecS5tart=/usr/bin/app-opcua-clt
WatchdogSec=28
Restart=on-tailure
RestartSec=608
5lice=dainsy-app-opcua.slice
Sysloglevel=notice
User=app-opcua
iroup=grp-config
UMask=062
LogNamespace=app-opcua-clt
emoryMax=256M

[Install]
antedBy=applications.target




1.1.4 app-opcua#9lopcua stack maintenance

Updated OPCUA core stack to the latest 2025-12-30 release (based on OPCUA model 1.05.03).

9 General: Fixed multiple bugs, including certificate validation, session management, and memory leaks.

1 Certificates: Enforce validation of the hostname used by the client when connecting to a server. Now,
if an IP address is used to connect to a server, the IP address must be included in the X.509 Subject
Alternative Name (SAN) of the server certificate. Yoan bypass this validation by enabling the
DisableDomainCheck option in the client_settings.conf file

1.1.5 appopcua#8%ix forserversSY RAy 3 afdebts f K2adé¢ 2

In rare cases, the OPC UAervice (app-opcuasry) could send the hostname "localhost to clients even if a proper
hostname was configured on DAINSY. This could occur when the OPC UAervice started before DAINSY
configured the proper hostname. This could cause clients to attempt connecting to themselves, blocking normal
communication with the server. This situation has been fixed.

1.1.6 dainsy267 new cockpit Ul withPatterfly 6

The Cockpit web interface has been modernized with Patterfly6, providing a cleaner design, better ergonomics,
and an improved user experience.

Status Parameters Logs configuration
App-opcua-srvzsai

OPC UA protocol gateway server @

Status @ Running  Active since November 19, 2025 7.07 AM

@ Automatically starts

. e N
Statistics E)( =
Summary 61 Session(s), 61 Subscription(s)
Identifier application Uri Endpoint Url Last Contact Time Total Tot.
> 638401323 urn:hw-ovfZl:dainsy-uaclient opctep;//10.71.4129:48020 November 19, 2025 8:12 10854 o
AM
> 638401324 urn:hw-ovf2l:dainsyuaclient opctep;//10.71.4129:48020 November 19, 2025 8:12 10854 0
AM
> 638401325 urn:hw-ovfZl:dainsy-uaclient opctep;//10.71.4129:48020 November 19, 2025 8:12 10855 o

AM

> 638401326 urn:hw-ovf2l-dainsy-uaclient opctep//10.71.4129:48020 November 19, 2025 812 10855 o]
AM



1.1.7 dainsy273enhancements foupcoming BShtegrations

The license mechanism has been updated to support upcoming DAINSY BSPs. Among the next candidates are
the virtual platforms Harvester HCProxmoxand HyperV, as well as the Raspberry P hardware platform.

1.1.8 dainsy271the service now depends &falkey

Since version 4.2.0, DAINSY has adopted the Valkeydatabase instead of Redismaking the service startup
dependent on this new setup.

OPC UA protocol gateway server ;

Status

Path

Memory

.
® Running  Active since Nov 19, 2025, 7:07 AM

© Automatically starts
Jusr/lib/systemd/system/app-opcua-srv.service

32.5MB

v Show relationships

Requires
Wants
Binds to
Part of
Wanted by
Conflicts
Before

After

systemd-journald-varlink@app-opcua-srv.socket, dains

network-online target
mo‘.d.se’vice
applications.target
applications.target
shutdown.target
shutdown.target

motd.service, basictarget. dains

ce, systemd-journald@app-opcua-srv.socket, sysinit.target

=, systemd-journald-varlink@app-opcua-srv.socket, applications.target

cluster-ctrl.service § valkey.service lsvsin"_.tarqet systemd-journald@app-opcua-srv.socket, network-onlinetarget



2 APPOPCUA 2.3.

2.1 Feature updates

2.1.1 applib#19configuration loading improvement

Loading time for a large configuration could be long (e.g. several minutes for 100000 nodgsA significant
improvement has been introduced to reduce the loading time to a few seconds

2.1.2 app-opcua#83 fixopcua tient crash

Fixed an opcua client crash that occurred when writing a value to a node whose identifier is of type numeric.

2.1.3 app-opcua#84 history read implementation

Reading of data from the lightweight DAINSY dictionary historian has been implemented in the OPCUA server.

. Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject®
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2.1.4 app-opcua#83race improvements

When a client connects to DAINSY and subscribes to a node that does not exist on the OPCUA server, the server
logs a message to indicate the error UaServer_CreateMonitoreditems: Error adding monitored itend][@xth
the error code. To know the node on which the client is trying to connect and help the user with the client
configuration, its identifier has been added in the server logs.

T T T T T = =

Oct 10 18:01:56 app-opcua-srv[410437]: OpclUa_SecureListener_ValidateCertificate: Validation failed with 0x801a0000 BadCertificateUntrusted
Qct 10 18:01:56 app-opcua-srv[410437]: Opcla_SecureListener_ValidateCertificate: Validation failed with 0x801a0000 BadCertificateUntrusted
Oct 10 18:01:56 app-opcua-srv[410437]: OpclUa_SecureListener_ValidateCertificate: Validation failed with 0x801a0000 BadCertificateUntrusted
Oct 10 18:01:56 app-opcua-srv[410437]: Opcla_SecureListener_ValidateCertificate: Validation failed with 0x801a0000 BadCertificateUntrusted

Qct1018:0156 anp_oncua sl A04371: Qpclla Securel istener ValidateCertificate: Validation failed with Ox80130000 BadCertificatelntrusted
Oct 10 18:01:51 app-opcua-srv[410437]: UaServer_CreateMonitoredltems: Error adding monitored item TEST_STRING [0x80340000]

ol O LT EI|J}J’U}JLUE"§ VLTRSS [ ot oolUNT TRO U U QL UIVd TTUW U TLTTIW T UV T L L UallTa Y UdLITETILy
Qct 10 18:01:51 app-opcua-srv[410437]: Session 1683619018 activated (urn:hw-ovf22:dainsy:uaclient)
Oct 10 18:01:51 app-opcua-srv[410437]: Session 1683619017 activated (urn:hw-ovf22:dainsy:uaclient)
Oct 10 18:01:51 app-opcua-srv[410437]: Session 1683619016 activated (urn:hw-ovf22:dainsy:uaclient)
Oct 10 18:01:51 app-opcua-srv[410437]: Session 1683619015 activated (urn:hw-ovf22:dainsy:uaclient)

2.1.5 app-opcua#86 special feature ftite B&R X20BCO0O08U device.

When the client is connected to a B&R X20BC008U 1/0 rack, the device can disable outputs if a periodic sign of
life is not sent anymore to the device. An option has been added so that the client session can use this
functionality.

client-dictionary.toml

/config/active/app-opcua/client-dictionary.toml| Ay Ar

TS TURSTT Ty e TIITOTT

# Anonymous
# UserName

[[session]]
RedisStatusKey = "BNR_X20_01_Status"
RedisConnectedKey = "BNR_X20_01_Connected”
RedisOperationalKey = "BNR_X20_01_Operational”
FailoverMode =1
ConnectionMode = 0
EndpointUrl = "opctcp://10.21.99.52:4840"
SecurityPolicy = "None"
SecurityMode = "None”

UserTokenType = "Anonymous"
[ X200utputKeepAlivePeriod = 1000
session.subscription

Publishinglnterval = 100
MNodes =[

{ RedisKey = "ST002_DIO1", OpcUaKey = "147456", DataType = "Boolean”, Namespacelndex = 2, SamplingInterval = 100, AccessLevel = "CurrentRead", Description = "' 1,
{ RedisKey = "ST002_DI02", OpcUaKey = "147457", DataType = "Boolean", Namespacelndex = 2, Samplinglnterval = 100, AccessLevel = "CurrentRead", Description = "" },
{ RedisKey = "ST002_DI03", OpclUaKey = "147458", DataType = "Boolean”, Namespacelndex = 2, Samplinglnterval = 100, AccessLevel = "CurrentRead", Description = ™" 1,
{ RedisKey = "ST002_DI04", OpcUaKey = "147459", DataType = "Boolean”, Namespacelndex = 2, SamplingInterval = 100, AccessLevel = "CurrentRead", Description ="}
{ RedisKey = "ST002_DIO5", OpclaKey = "147460", DataType = "Boolean’, Namespacelndex = 2, Samplinglnterval = 100, AccessLevel = "CurrentRead", Description = "' 1,
{ RedisKey = "ST002_DIO&", OpcUaKey = "147461", DataType = "Boolean”, Namespacelndex = 2, Samplinglnterval = 100, AccessLevel = "CurrentRead", Description = "' }, -
1 Rediskey = "STNN? NDINZ" Onrllakey = "MAZAR?" NataTune = "Banlean” N lev =2 Q li | =100 Arpecel sual = "CrrrantBead” Necerintinn = "1 4




2.1.6 app-opcua#87opcua stack maintenance

Updated OPCUA core stack to the latest 2024-12-19 release (based on OPCUA model 1.05.03).

9 General: Fixed multiple bugs.

Server: Added API to set Server LocalTime.

Server: Check Object namespace in Call handling.

UA: Added configuration switch to disable pubsubconfigurationref/value datatype.
UA: Added new intermediary connection state for reverse connect handshake.

= =4 =4 4 =4

UA: Raising new OpcUa_ConnectionEvent_ConnectPending event during reverse connect; event is
triggered when socket is connected.

2.1.7 app-opcua#8&ew system variables

Two new system variables are now published in the dictionary. Their value informs the operator of the
expiration date of the client and server certificates.

Spy lists
none - ‘ + ‘ — Add to spy list Remove from spy list
Q, app_opcua*exp IO Display limit 20 =
1(0) Key Value Quality € Source Write

app-opcua-clt

app_opcua_clt_pki_cert_exp 1895245509 Good 2025-01- 9

certificate expiration date, in posix format

app_opcua_srv_pki_cert_exp Spp-opedasn

1895245509 Good 2025-01

22T17:05:20.312Z

certificate expiration date, in posix format



2.1.8 cockpitdainsy#18introduce the light/dark theme.

The cockpit panel can now be displayed in light or dark by selecting the style in the session menu.
Administrative access @ Help ~ n Session ¥

Parameters Logs configuration

Default Light | Dark ‘

APp-OpCua-srv2sois
Display language

OPC UA protocol gateway server @D SSHkeys

Status Running Active since December 3, 2024 11:54 AM
Log out

Automatically starts

2.1.9 dainsy204keep the firewall profile on uninstall.

When the application is removed, its firewall profile is maintained on the system to avoid corrupting the firewall
configuration.

2.1.10 dainsy237using theDAINSYiistorian feature.

Data published in the dictionary now uses the new historian functionality introduced in DAINSY.

History of app_opcua_clt_statistics

& Displaylimit 10 * @

Time Value Quality ® Description Source

¥ 2024-12-

app-opcus-clt
03T17:26:22.6882 <

> 2024-12-
03T17:26:21683Z

¥ 2024-12-
03T17:26:20.679Z

> 2024-12-
03TI7:26:19.6752

> 2024-12-
03T17:26:18.674Z




3 APPOPCUA 2.5.0

3.1.1 appopcua#48ipgrade to opcua 1.05.03 model and add #wdsed access contria server

The app-opcuaserver now integrates a new role-based access control (RBAC) mechanism. The server operator
can assign permissions to roles, which are then assigned to nodes or the entire namespace. The client who
connects to the server is granted to roles according to association rules (e.g. username, URI address, listening
point, certificate). These roles, granted when the session is established, provides the necessary permissions to
use the different nodes.

OPC-UA Server
e Access
Permission(s) Restriction(s)
As part of
Authentication,
.ROIeS can be Assigned Assigned
assigned or granted
4 —i—
Role(s) . Namespace
Role(s) Permission(s) Assigned—# (Defaults)
Granted
) ) Node .
Session Assigned—® (Specific) ™
R N [
Creates Interact

Roles are used to separate authentication (determining who the client is) from authorization (the permissions
that determine what the client is allowed to do). By separating these concepts, the server can be connected to
centralized identity management services but can ensure that the permissions granted to each role are limited.



3.1.2 appopcua#66 log opcua model version during startup

When starting the client and the server applications, add log to show the version of the opcua model.

Feb 12 22:17:53 app-opcua-clt[112069 3L
Feb12 22:17:53 app-opcua-clt[12069§]: OPCUA model 1.05.03
Feb 12 22:17:53 app-opcua-clt[1120693]: Copyright (C) 2024, Resologi Inc. All rights reserved
Feb12 22:17:53 app-opcua-clt[1120693]: Initializing Stack...

ndalone.

3.1.3 appopcua#72 increasen-startvalidation of configuration files

During client and server startup, configuration items are further validated to ensure compliance before
execution. This is an improvement of issue app-opcua#60

3.1.4 appopcua#73ix an occasionasegnentationfault occurringwhen shutting down the client

Fixes a memory segmentation fault that occasionally occurs on the OPCUA client when connections are
established or being established and the user requests to close the application.

3.1.5 appopcua#74ix asegnentationfault occurringwhenstartingthe client

Fixes a memory segmentation fault that occurs on the OPCUA client when the license is invalid, and the
application is started.

3.1.6 appopcua#76enabling experimental https transport functionality.

To allow users to test the https transport layer, the functionality has been introduced and can be enabled using
the server settings. This feature is not fully validated and is not enabled by default.

# Uncomment the next settings (Endpoints/l/...) and set Endpoints/size to 2 to enable HTTPS based profiles.
# This profile works, but is not officially supported in this wversion of the SDK.

# This is the HTTP based protocol that will be supported by embedded devices.

# The HTTPS profile is not completely tested, so you can use it on your own risk.

#Endpoints/1/EndpointURL = https://[gethostname] :48021
#Endpoints/1/BindURL = https://[gethostname]:48021
#Endpoints/1l/SecurityPolicies = SecurityPolicy None
#Endpoints/1/UserTokenPolicies = Anonymous
#Endpoints/1/PKIStore = PKIStore_OpensSsL
#Endpoints/1/PKIStorePath = /etc/app-opcua/server pki
#Endpoints/1l/TrustAllClientCertificates = false




3.1.7 appopcua#7invalid timestamp on statistics variables
The timestamp value for the app_opcua_srv_statistics and app_opcua_clt_statistics variables was invalid since
app-opcua 2.4.0. It has been corrected in this new version.

> O app_opcua_clt_statistics 2/2 Session(s), 2/2 Subscription(s) Q. Good

> (] app_opcua_srv_statistics 2 Session(s), 2 Subscription(s) Q Good

3.1.8 appopcua#79ix asegnentationfault occurringwhenstartingthe server.

Fixes a memory segmentation fault that occurs on the OPCUA server when the “Description” field of a node is
not present.

3.1.9 appopcua#8lntroduction of a new higlavailability functional mode

A new high-availability operating mode has been introduced so that connections are disabled on the backup
unit. The failovermode Zdisconnect) is configurable per session, whether it is a client session or a server

session, from the Sysgen software, or by modifying the configurations files /config/active/serverdictionary.toml
or /config/active/clientdictionary.toml

File View Help

{13 8 ¥ B | %2 Default configuration - | DAINSY A O E &4 |

Praject Explorer ME8830001 Properties X | DAINSY Dictionary X | SERVER X | CLIENT X
| ME8230001 Properties

Name : CLIENT
va DAINSY (Product)
4 {23 Instantiators Mode: EEl .
4 | TASK (I5aGRAF Resource) Split Instance: | Failover Mode: | Read Only ¥
MY (CMD_PROCESS) Publishing Interval 100

- ¢h SERVER (OpcUa Driver) Build conditions :

{ afa CLIENT (OpcUa Driver)

B Dictionary Description :
{E CMD_PROCESS (Functional Unit)

[l CMD_EXCHANGETABLE (OpcUa Exchange Table)

Endpaint Security
[l PROGRAM1 (Program) Connection Mode Single IP Symmetric = User token type: Anonymous -]
Connection Address 1 127, 0 . 0 .1 Username:
Connection Port 1 48020 Password:
Security Policy: None ¥

Message Security Mode: None
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4 APPOPCUAR.4.0

4.1 Feature updates

4.1.1 appopcua#33production of statistical data antew Cockpitpanel

Now the opcua client and server produce statistical variables app_opcua_clt_statisticand
app_opcua_srv_statistids the Redis database. This data contains several details about how the application
works, such as sessions and subscriptions. The data is also used for the real-time display of the new Cockpit
panels.

Data inspection - app_opcua_clt_statistics

¥ "root” : { 3items B
"Version" : sting "2.3.0-46"
"Summary" : sting "2/2 Session(s), 2/2 Subscription(s)"
¥ "Sessions" : [ 2items
YO0:{ 5items
“Identifier” : float 4073592819
"Application Uri" : string "urn:hw-ovf2l:dainsy:uaserver"
"Endpoint Url" : sting "opctep://10.71.4129:48020" B
"Session State" 1t 6
¥ "Subscriptions” : [ 1item
¥ 0:{ 4items

App-opcua-srvzzo-ss

OPC UA protocol gateway server i
Status @ RUNNing  Active since September 30, 2023 4:01 PM

@ Automatically starts

Statistics E

Summary 2 Session(s), 2 Subscription(s)
Identifier Application Uri Endpoint Url Last Contact Time Total Request C... Total Reques...

v 4073592819 urn-hw-ovf2l:dainsy-uaclient opc tcp;//10.714129:48020 September 30, 2023 423 PM 2555 o]
Identifier Monitored Items Publishing Interval
4073592711 1212 100

~ 4073592822 urnchw-ovf2Z-dainsy-uaclient opc.tep/10.714129:48020 September 30, 2023 4:23 PM 2457 o
Identifier Monitored Items Publishing Interval
4073592714 1212 100

. Page 16 of 22
R Resologi




4.1.2 appopcua#4ddallows connection to a device that has two network addresses.

The OPCUA client can now connect to a device holding two IP addresses. The connection modés configurable
according to the DAINSY architecture.

9 Dual IP Symmetric (connection mode = 1): DAINSY will alternate between the 2 IP addresses until a
connection occurs with success. This method will be used on both units of a high availability system
according to the failover mode selected.

9 Dual IP Asymmetric (connection mode = 2): DAINSY will use a single IP address until a connection occurs
with success. First IP address is used when high availability is disabled or for the primary unit of a high
availability system and second IP address is used by the secondary unit of a high availability system.

Medify client-dictionary.toml

Jconfig/active/app-opcua/client-dictionary.toml

# Basic256
# Basic2565ha256
# AesI28Sha256Rsa0aep
# Aes2565ha256RsaPss

# User Token Type Definition

# Anonymous
# UserName

[[session]]
RedisStatusKey = "OPCUA-CLIENT-OF-UNITI_Status”
RedisConnectedKey = "OPCUA-CLIENT-OF-UNITI_Connected”
RedisOperationalKey = "OPCUA-CLIENT-OF-UNIT1_Operational”
EailoyerMode =1
ConnectionMode = O I
EndpointUrl = "opctep:/10.71.4.125:48020"

SecurityPolicy = "Basic2565ha256"
SecurityMode = "SignAndEncrypt”
UserTokenType = "Anonymous"

IMeassinn sitherrintinnll

4.1.3 appopcua#5%key changes must not be ignored when running on a backup device.

Fixes an issue where Redis key changes are ignored by app-opcuawhen running on the failover unit of a high
availability system and the failovermodeconfiguration is equal to 1.

4.1.4 appopcua#55support for variable descriptions in operation.

At system startup, the description of the variables present in the OPCUA client and server configuration is
published to the Redis dictionary. Additionally, the description is also published in the OPC-UA variables exposed
on the server.
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Project & X Data Access View © |Atirbutes & X
~ [3 Project 2 Server Nodeld Display Name Value | B [+]
v B Servers Attribute Value
(& waserver@hur-ouf21 ~ Nodeld ns=2:5=0PCUA-SERVER_BOOL_READ
~ [ Documents
Mamespacelndex 2
[ Data Access View |dentifierType String
Identifier OPCUA-SERVER_BOOL_READ
NodeClass Variable
BrowseName 2, "OPCUA-SERVER_BOOL_READ"
el e oRCLLCERCD ooy ooao:
| I Deseription “en", "Server : READ BOOL VARIABLE" I
Address Space 8 x o
3 NosHighight - SourceTimestamp  2023-09-30 16:02:00.086
D Root SourcePicoseconds 0
v (2 Objects | ServerTimestamp 2023-09-30 16:02:00.087
> # OPCUA-SERVER BOOL READ ServerPicoseconds 0
> € OPCUA-SERVER_BOOL_READORWRITE StansEnde] Good (0x00000000)
> @ OPCUA-SERVER BOOL WRITE References 8 x
> @ OPCUA-SERVER_DATETIME_READ &) 2l ) Forwars = )
> @ OPCUA-SERVER_DATETIME READORWRITE
> @ OPCUA-SERVER_DATETIME_WRITE Reference  Terget DisplayName
> @ OPCUA-SERVER DINTREAD HasTypeDefiniti... BaseDataVariableType
> @ OPCUA-SERVER_DINT_READORWRITE
> @ OPCUA-SERVER_DINT WRITE
> @ OPCUA-SERVER_INT_READ
> @ OPCUA-SERVER INT READORWRITE
am_ooena ceourn merumoe
Log & x
8P
Timestamp Source Server Message

2023-09-30 16:41:24.552
2023-08-30 16:41:24.552
2023-09-30 16:41:24.640

Attribute Plugin
Reference Plugin
AddressSpaceM..

uaserver@hw-o...
uaserver@hw-
uaserver@hw-o...

Read attributes of node *NS2|String| OPCUA-SERVER_BOOL_READ' succeeded Lret = Good].
Browse succeeded.
QascAddressSpaceModel:mimeData

4.1.5 appopcua#57ix false positive issuappEvent_ProcessMessage: Message is not valid

When stopping app-opcua, error messages are displayed but are not actually errors. These are normal traces of
internal application behavior. To avoid questions, they have been changed to a DEBUG level so that they do not
appear in normal operation.




092:22:01 hw-ovf2l
02:22:13 hw-ovf2l
©02:22:13 hw-ovf21

app-opcua-srv[4137]: Cluster: status is now backup.
app-opcua-srv[4137]: Received shutdown request, shutting down in 1 seconds (Shutdown keystroke/signal was triggered)
app-opcua-srv[4137]: Session 1378929433 closed (urn:hw-ovf2l:dainsy:uaclient)

092:22:15 hw-ovf21
92:22:15 hw-ovf21
092:22:15 hw-ovf21
092:22:15 hw-ovf2l
02:22:15 hw-ovf2l
02:22:15 hw-ovf21
092:22:15 hw-ovf21
92:22:15 hw-ovf21
092:22:15 hw-ovf21
02:22:15 hw-ovf2l

app-opcua-srv[4137]:
app-opcua-srv[4137]:
app-opcua-srv[4137]:

app-opcua-srv[4137]:
app-opcua-srv[4137]:
app-opcua-srv[4137]:
app-opcua-srv[4137]:
app-opcua-srv[4137]:
app-opcua-srv[4137]:
app-opcua-srv[4137]:

4.1.6 appopcua#58rocess only changed Redis variable into the internal logic.

Changed the internal architecture of the application so that CPU usage depends on the number of value changes
per second rather than the number of variables in the configuration. This change makes it possible to
substantially reduce the CPU consumption of the application process.

4.1.7 appopcua#60validate the contents of the configuration file at startup.

The configuration file loaded when the application starts is validated to ensure that the mandatory fields are
present. The optional fields have also been configured with default values. If there is a problem loading, the
application exits and leaves a trace in the logs to indicate the reason for the loading problem.

Sep 12 20:53:19 app-opcua-srv[7266]: Initializing Redis Provider failed!

Sep 12 20:53:19 app-cpcua-srv[7266]: In configuration, the Node "OPCUA-SERVER_BOOL_READORWRITE2" is Incomplete. Make sure each node has a
RedisKey, an OpcUaKey, a DataType and an Accesslevel. Cannot connect to redis

Sep 12 20:53:19 app-opcua-srv[7266]: Copyright (C) 2023, Resologi Inc. All rights reserved.

Sep 12 20:53:19 app-opcua-srv[7266]: App-opcua-srv 2.3.0-37

Sep 12 20:51:45 app-opcua-srv[6828]: Initializing Redis Provider failed!

Sep 12 20:51:45 app-opcua-srv[6828]: In configuration, the Node "OPCUA-SERVER_BOOL_READORWRITET" is Incomplete. Make sure each node has a
RedisKey, an OpcUaKey, a DataType and an Accesslevel. Cannot connect to redis

Sep 12 20:51:45 app-opcua-srv[6828]: Copyright (C) 2023, Resologi Inc. All rights reserved.

Sep 12 20:51:45 app-opcua-srv[6828]: App-opcua-srv 2.3.0-37

4.1.8 appopcua#6dmproved traces with textual display of errors.

The error codes indicated in the logs are now accompanied by a short description to help the user understand
the nature of the error.



Sep 08 11:05:39 app-opcua-clt[2439779]: Session O: Connected to opc.tep://10.79.0.36:48020

Sep 08 11:05:39 app-opcua-clt[2439779]: Session 1: Connected to opc.tep:/10.72.0110:48020

Sep 08 11:05:39 app-opcua-clt[24397797]: Session 1: Trying to connect to ope.tep:/10.79.0.110:48020

Sep 08 11:05:39 app-opcua-clt[2439779]: Session O: Trying to connect to opc.tep://10.79.0.36:48020

Sep 08 11:05:29 app-opcua-clt[2439779]: Cluster: status is now standalone.

Sep 08 11:05:29 app-opcua-clt[2439779]: Copyright (C) 2023, Resologi Inc. All rights reserved.

Sep 08 11:05:29 app-opcua-clt[2439779]: App-opcua—clt 2.3.0-27

Sep 08 11:05:29 app-opcua-clt[2439599]: UaClient_Session_ChannelConnectionStateChanged: ChannelEvent DiSCfn pected ChannelStatys OxR0Q00000
Sep 08 11:05:29 app-opcua-clt[24395997: UaClient_Session_ConnectionRequestComplete_CB: CloseSession failedi( 0x80ad0000 BadDisconnect)

Sep 08 11:05:29 app-opcua-clt[2439599]: OpclUa_Channel_ResponseAvailable: Request failed! (0x80ADO0O00 BadDisconnect)

4.1.9 appopcua#tdhandling improper termination of network connections.

When a network connection is interrupted in an improper manner (e.g.: unplugged network cable), the OPC-UA
client channel remains blocked for a period of 20 mins. This behavior has been fixed.

4.1.10 cockpitapp-base#19 make it easier to restart the application.

It is now possible to stop, start, activate, or deactivate the service from the Status tab. In addition, when a
configuration file is modified and requires a restart of the application for the change to be applied, the user is
asked to respond to the restart action if desired.

admin@
hw-mbxa01

Administrative access @ Help ~ ﬂ Session ¥

Q, Search Status Parameters Logs configuration

Apps .

App-isagrafzao

App-bluetooth

App-fiir Isagraf automation runtime @D

Status @ Running Active since September20, Rastart

@ Automatically start: Stop

App-isagraf

App-modbus

App-mqtt

Statistics E‘
App-opcua-clt

App-opcua-srv Summary 8/8 Resource(s) Running

admin@
hw-mbxa01

Administrative access @ Help ~ £ Session ~

Q Search

o Save file

App-bluetooth Please confirm, the file will be saved.

App-flir Restart app after saving configuration file

App-modbus




4.1.11 cockpitapp-base#21 does not allow modification of configuration files from the backup unit.

Modification of configuration files is now prohibited on the backup unit of a redundant system because the
modification conflicts with the clustersyncsynchronization tool.

admin@
hw-ovf21

Administrative access @ Help ~ ° Session ¥

Parameters Legs configuration

Q Search Status
Apps

Please note

App-bluetooth Modiifying configuration files is disabled because this nede is running as Backup in the cluster.

App-flir
ArpREETEl Configuration files
App-modbus
File name File path Deseription
App-mqtt
config toml Jetcfapp-isagraf/config toml Application configuration file ‘ Vie |

App-opcua-clt

4.1.12 cockpitapp-base#24 allow resizing of logs section.

The user can now extend the size of the logs section.

- . zg -
A RES3 250 7584 7584 0 0 kol

RES4 ] 250 7579 7579 o 0 k)
App-modbus

RESS 250 7586 7586 0 9
BT RESG ] 250 7583 7583 0 ko)
App-opeua-clt REST (] 250 7581 7581 o 9

RESS 250 7577 7577 o )
App-opcua-srv
App-s8000
Qepseipaiciets Logs ‘ [ ‘Disp\aylimit 100 -

App-simaticwdog

Sep 20 18:41:11IsaVM[131744]: Kernel 8: start resource.

App-smartmicro Sep 20 183:41:10 IsaVM[131744]: Kernel 8: retain memory is using NVRAM device,
Sep 20 18:41:10 app-isagraf[131744]: Kernel 8: retain memory range is automatically configured from OxO to Ox7FFF.
App-stinson Sep 20 18:41:10 app-isagraf[131744]: Kernel 8: detected NVRAM device /dev/uio0 (size=0x40000).
Sep 20 18:41:10 IsaVM[131730]: Kernel 4: start resource.
Sep 20 18:41:10 IsaVM[131730]: Kernel 4: retain memory is using NVRAM device.
8:41:10 app-isagraf[131730]: Kernel 4: retain memory range is automatically configured from 0x8000 to OxFFFF.
Sep 20 18:41:10 app-isagraf[131730]: Kernel 4: detected NVRAM device /dev/uio0 (size=0x40000).

Overview Sep 20 18:41:10 IsaVM[131716]: Kernel 7: start resource.

1
1
1
1
1
1
System Sep 20 1
1
1
1
1
1
1

Sep 20 18: 9 IsaVM[131716]: Kernel 7: retain memery is using NVRAM device.

Settings Sep 20 18:41:09 app-isagraf[131716]: Kernel 7: retain memory range is automatically configured from 0x10000 to OxI7FFF.
Sep 20 18:41:09 app-isagraf[131716: Kernel 7: detected NVRAM device /dev/uio0 (size=0x40000).

Networking Sep 20 18: 9 IsaVM[131705]: Kernel &: start resource.

Sep 20 18:41:09 IsaVM[131705]: Kernel 6: retain memory is using NVRAM device. -
A== Sen 20 12:41:00 ann-isacraf[1AZOS1: Karnal & ratain memary ranae is aitamatically confinurad fram OvIRO0N $0 OVIEEEE -




4.1.13 cockpitapp-base#25 manages configuration files permissions.

File access security is now enforced according to the following policies.

9 Reading files is always allowed for members of the grp-configsecurity group or by super-users who have
activated cockpit administrative mode.

9 Modification of files deployed in the /config folder is allowed for members of the grp-configsecurity
group or by super-users who have activated cockpit administrative mode.

I Modification of files deployed in other folders is allowed by supers-users who have activated cockpit
administrative mode.

admin@
hw-ovf21

Administrative access @ Help ~ Q Session *

Q Search Status Parameters Legs configuration

Apps
", Configuration files
App-fiir File name File path Description

App-isagraf config toml Jete/app-izagraf/config tom Application configuration file

App-modbus

4.1.14 dainsy#185 use of control groups (v2) by the creation of dedicated slice for the application.

With the release of DAINSY 4.0.3, the use of control groups is now possible and allows better sharing of machine
resources between the installed applications. App-isagraf is now identified in a dedicated slice under the "app"
tree and will have guaranteed access to resources according to the distribution established by the DAINSY

policy.

** END OF DOCUMENT **
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