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Acronyms and icons 

 

Warning 

 

Necessary preliminary steps 

 

Reference to operating principles 

 

Procedure completed 

 

Future article 

 

Tip or recommendation 

 

Understanding emphasis in the document 

 

Example Representative of Linux or DAINSY technical terminology. 

 Represents a Linux command line. 

Example  Represents the content of a file or the result of a Linux command line.   
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1 APP-OPCUA 2.5.3 

1.1 Feature updates 

 

1.1.1 app-opcua#95 active/active server redundancy support 
 

app-opcua client now supports simultaneous connections to two OPC UA servers within a single session 

configuration. When `EndpointUrlAlt` is defined and `ConnectionMode` is set to 3 or 4, both sessions are 

established and maintained independently. A failure on one server does not interrupt the other. Write 

operations are forwarded to both servers simultaneously. In ConnectionMode 3, read data follows a last-write-

wins policy: the most recently received value from either server is applied. In ConnectionMode 4, a quality-

arbitration policy is applied: only the value carrying the best quality (GOOD > UNCERTAIN > BAD > MISSING) is 

published; lower-quality values are retained in memory and immediately applied if the higher-quality server 

disconnects. All existing ConnectionMode 0, 1, and 2 behaviors are fully preserved. 
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1.1.2 app-opcua#94 improve handling of invalid datatypes in DataChange notifications 
 

When the OPC UA client is connected to a server and receives data change notifications for monitored tags 

within a subscription, the client will now continue processing the tag even if the datatype is invalid (null or 

unsupported). In this situation, the tag quality and timestamps are still processed and propagated correctly to 

the database, and the tag value will be processed as an empty string. 

 

1.1.3 app-opcua#93 systemd watchdog integration 
 

A watchdog mechanism enabling the systemd service manager to automatically detect when the application 

becomes unresponsive, stuck, or terminates unexpectedly has been integrated. This feature improves service 

monitoring and allows the process to be automatically restarted in case of failure, thereby enhancing the overall 

robustness and availability of the system. 
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1.1.4 app-opcua#91 opcua stack maintenance 
 

Updated OPCUA core stack to the latest 2025-12-30 release (based on OPCUA model 1.05.03). 

¶ General: Fixed multiple bugs, including certificate validation, session management, and memory leaks. 

¶ Certificates: Enforce validation of the hostname used by the client when connecting to a server. Now, 

if an IP address is used to connect to a server, the IP address must be included in the X.509 Subject 

Alternative Name (SAN) of the server certificate. You can bypass this validation by enabling the 

DisableDomainCheck option in the client_settings.conf file.  

 

1.1.5 app-opcua#89 fix for server sŜƴŘƛƴƎ άƭƻŎŀƭƘƻǎǘέ ǘƻ clients 
 

In rare cases, the OPC UA service (app-opcua-srv) could send the hostname "localhost" to clients even if a proper 

hostname was configured on DAINSY. This could occur when the OPC UA service started before DAINSY 

configured the proper hostname. This could cause clients to attempt connecting to themselves, blocking normal 

communication with the server. This situation has been fixed. 

 

1.1.6 dainsy#267 new cockpit UI with Patterfly 6 
 

The Cockpit web interface has been modernized with Patterfly 6, providing a cleaner design, better ergonomics, 

and an improved user experience. 
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1.1.7 dainsy#273 enhancements for upcoming BSP integrations 
 

The license mechanism has been updated to support upcoming DAINSY BSPs. Among the next candidates are 

the virtual platforms Harvester HCI, Proxmox, and Hyper-V, as well as the Raspberry Pi 5 hardware platform. 

 

1.1.8 dainsy#271 the service now depends on Valkey 
 

Since version 4.2.0, DAINSY has adopted the Valkey database instead of Redis, making the service startup 

dependent on this new setup. 
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2 APP-OPCUA 2.5.2 

2.1 Feature updates 

2.1.1 app-lib#19 configuration loading improvement 
 

Loading time for a large configuration could be long (e.g. several minutes for 100000 nodes). A significant 

improvement has been introduced to reduce the loading time to a few seconds. 

 

2.1.2 app-opcua#83 fix opcua client crash 
 

Fixed an opcua client crash that occurred when writing a value to a node whose identifier is of type numeric. 

 

2.1.3 app-opcua#84 history read implementation 
 

Reading of data from the lightweight DAINSY dictionary historian has been implemented in the OPCUA server. 

 

 



APP-OPCUA FL8673005 
RELEASE NOTES Revision 03 (2026-03-31) 
 

 Page 10 of 22 
 

2.1.4 app-opcua#85 trace improvements 
 

When a client connects to DAINSY and subscribes to a node that does not exist on the OPCUA server, the server 

logs a message to indicate the error UaServer_CreateMonitoredItems: Error adding monitored item [0xΧ] with 

the error code. To know the node on which the client is trying to connect and help the user with the client 

configuration, its identifier has been added in the server logs. 

 

2.1.5 app-opcua#86 special feature for the B&R X20BC008U device. 
 

When the client is connected to a B&R X20BC008U I/O rack, the device can disable outputs if a periodic sign of 

life is not sent anymore to the device. An option has been added so that the client session can use this 

functionality. 
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2.1.6 app-opcua#87 opcua stack maintenance 
 

Updated OPCUA core stack to the latest 2024-12-19 release (based on OPCUA model 1.05.03). 

¶ General: Fixed multiple bugs. 

¶ Server: Added API to set Server LocalTime. 

¶ Server: Check Object namespace in Call handling. 

¶ UA: Added configuration switch to disable pubsubconfigurationref/value datatype. 

¶ UA: Added new intermediary connection state for reverse connect handshake. 

¶ UA: Raising new OpcUa_ConnectionEvent_ConnectPending event during reverse connect; event is 

triggered when socket is connected. 

 

2.1.7 app-opcua#88 new system variables 
 

Two new system variables are now published in the dictionary. Their value informs the operator of the 

expiration date of the client and server certificates. 
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2.1.8 cockpit-dainsy#18 introduce the light/dark theme. 
 

The cockpit panel can now be displayed in light or dark by selecting the style in the session menu. 

 

 

2.1.9 dainsy#204 keep the firewall profile on uninstall. 
 

When the application is removed, its firewall profile is maintained on the system to avoid corrupting the firewall 

configuration. 

 

2.1.10 dainsy#237 using the DAINSY historian feature. 
 

Data published in the dictionary now uses the new historian functionality introduced in DAINSY. 
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3 APP-OPCUA 2.5.0 

3.1 Feature updates 

 

3.1.1 app-opcua#48 upgrade to opcua 1.05.03 model and add role-based access control to server. 
 

The app-opcua server now integrates a new role-based access control (RBAC) mechanism. The server operator 

can assign permissions to roles, which are then assigned to nodes or the entire namespace. The client who 

connects to the server is granted to roles according to association rules (e.g. username, URI address, listening 

point, certificate). These roles, granted when the session is established, provides the necessary permissions to 

use the different nodes. 

 

Roles are used to separate authentication (determining who the client is) from authorization (the permissions 

that determine what the client is allowed to do). By separating these concepts, the server can be connected to 

centralized identity management services but can ensure that the permissions granted to each role are limited. 
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3.1.2 app-opcua#66 log opcua model version during startup. 
 

When starting the client and the server applications, add log to show the version of the opcua model. 

 

 

3.1.3 app-opcua#72 increase on-start validation of configuration files. 
 

During client and server startup, configuration items are further validated to ensure compliance before 

execution. This is an improvement of issue app-opcua#60. 

 

3.1.4 app-opcua#73 fix an occasional segmentation fault occurring when shutting down the client. 
 

Fixes a memory segmentation fault that occasionally occurs on the OPCUA client when connections are 

established or being established and the user requests to close the application. 

 

3.1.5 app-opcua#74 fix a segmentation fault occurring when starting the client. 
 

Fixes a memory segmentation fault that occurs on the OPCUA client when the license is invalid, and the 

application is started. 

 

3.1.6 app-opcua#76 enabling experimental https transport functionality. 
 

To allow users to test the https transport layer, the functionality has been introduced and can be enabled using 

the server settings. This feature is not fully validated and is not enabled by default. 
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3.1.7 app-opcua#77 invalid timestamp on statistics variables 
 

The timestamp value for the app_opcua_srv_statistics and app_opcua_clt_statistics variables was invalid since 

app-opcua 2.4.0. It has been corrected in this new version. 

 

 

3.1.8 app-opcua#79 fix a segmentation fault occurring when starting the server. 
 

Fixes a memory segmentation fault that occurs on the OPCUA server when the “Description” field of a node is 

not present. 

 

3.1.9 app-opcua#80 introduction of a new high-availability functional mode 
 

A new high-availability operating mode has been introduced so that connections are disabled on the backup 

unit. The failovermode 2 (disconnect) is configurable per session, whether it is a client session or a server 

session, from the Sysgen software, or by modifying the configurations files /config/active/server-dictionary.toml 

or /config/active/client-dictionary.toml. 
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4 APP-OPCUA 2.4.0 

4.1 Feature updates 

 

4.1.1 app-opcua#33 production of statistical data and new Cockpit panel. 
 

Now the opcua client and server produce statistical variables app_opcua_clt_statistics and 

app_opcua_srv_statistics in the Redis database. This data contains several details about how the application 

works, such as sessions and subscriptions. The data is also used for the real-time display of the new Cockpit 

panels. 
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4.1.2 app-opcua#44 allows connection to a device that has two network addresses. 
 

The OPCUA client can now connect to a device holding two IP addresses. The connection mode is configurable 

according to the DAINSY architecture. 

¶ Dual IP Symmetric (connection mode = 1): DAINSY will alternate between the 2 IP addresses until a 

connection occurs with success. This method will be used on both units of a high availability system 

according to the failover mode selected. 

¶ Dual IP Asymmetric (connection mode = 2): DAINSY will use a single IP address until a connection occurs 

with success. First IP address is used when high availability is disabled or for the primary unit of a high 

availability system and second IP address is used by the secondary unit of a high availability system. 

 

 

 

4.1.3 app-opcua#53 key changes must not be ignored when running on a backup device. 
 

Fixes an issue where Redis key changes are ignored by app-opcua when running on the failover unit of a high 

availability system and the failovermode configuration is equal to 1. 

 

4.1.4 app-opcua#55 support for variable descriptions in operation. 
 

At system startup, the description of the variables present in the OPCUA client and server configuration is 

published to the Redis dictionary. Additionally, the description is also published in the OPC-UA variables exposed 

on the server. 
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4.1.5 app-opcua#57 fix false positive issue appEvent_ProcessMessage: Message is not valid. 
 

When stopping app-opcua, error messages are displayed but are not actually errors. These are normal traces of 

internal application behavior. To avoid questions, they have been changed to a DEBUG level so that they do not 

appear in normal operation. 
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4.1.6 app-opcua#58 process only changed Redis variable into the internal logic. 
 

Changed the internal architecture of the application so that CPU usage depends on the number of value changes 

per second rather than the number of variables in the configuration. This change makes it possible to 

substantially reduce the CPU consumption of the application process. 

 

4.1.7 app-opcua#60 validate the contents of the configuration file at startup. 
 

The configuration file loaded when the application starts is validated to ensure that the mandatory fields are 

present. The optional fields have also been configured with default values. If there is a problem loading, the 

application exits and leaves a trace in the logs to indicate the reason for the loading problem. 

 

 

4.1.8 app-opcua#62 improved traces with textual display of errors. 
 

The error codes indicated in the logs are now accompanied by a short description to help the user understand 

the nature of the error. 
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4.1.9 app-opcua#63 handling improper termination of network connections. 
 

When a network connection is interrupted in an improper manner (e.g.: unplugged network cable), the OPC-UA 

client channel remains blocked for a period of 20 mins. This behavior has been fixed. 

 

4.1.10 cockpit-app-base#19 make it easier to restart the application. 
 

It is now possible to stop, start, activate, or deactivate the service from the Status tab. In addition, when a 

configuration file is modified and requires a restart of the application for the change to be applied, the user is 

asked to respond to the restart action if desired. 
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4.1.11 cockpit-app-base#21 does not allow modification of configuration files from the backup unit. 
 

Modification of configuration files is now prohibited on the backup unit of a redundant system because the 

modification conflicts with the cluster-sync synchronization tool. 

 

 

 

4.1.12 cockpit-app-base#24 allow resizing of logs section. 
 

The user can now extend the size of the logs section. 
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4.1.13 cockpit-app-base#25 manages configuration files permissions. 
 

File access security is now enforced according to the following policies. 

¶ Reading files is always allowed for members of the grp-config security group or by super-users who have 

activated cockpit administrative mode. 

¶ Modification of files deployed in the /config folder is allowed for members of the grp-config security 

group or by super-users who have activated cockpit administrative mode. 

¶ Modification of files deployed in other folders is allowed by supers-users who have activated cockpit 

administrative mode. 

 

 

4.1.14 dainsy#185 use of control groups (v2) by the creation of dedicated slice for the application. 
 

With the release of DAINSY 4.0.3, the use of control groups is now possible and allows better sharing of machine 

resources between the installed applications. App-isagraf is now identified in a dedicated slice under the "app" 

tree and will have guaranteed access to resources according to the distribution established by the DAINSY 

policy. 

 

** END OF DOCUMENT ** 
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