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1 SECURITY DASHBOARD

Our security dashboard provides a comprehensive overview of known CVE vulnerabilities within the DAINSY
software at a specific point in time. To achieve this, we've established a rigorous process for analyzing the NIST
database, thoroughly examining each software component included in the DAINSY image, be it applications or
libraries. The central goal of our policy is to ensure that evargw versionproduced in our factory is free from
critical vulnerabilities Furthermore, in a commitment to transparency and security, we also conduct limited
retrospective analyses of previous versions of DAINSY. This allows us to keep our customers informed about the
latest identified vulnerabilities, including those affecting earlier versions of the software.

DAINSY VULNERABILITY DASHBOARD
From NIST NVD (National Vulnerability Database)
and Linux Kernel CVEs Database

SCAN EXECUTED ON : 2026-02-19
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TOTAL CVE; 2363
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This release does not have any critical vulnerabilities at the time of review.

At the time of review, this version demonstrates that it is exposed to these vulnerabilities. No detailed analysis
has been performed to eliminate non-applicable vulnerabilities.

CVE-2025-30472 (Critical), CVE-2020-1171 (Critical), CVE-2020-1192 (Critical), CVE-2025-49844 (Critical), CVE-
2025-3277 (Critical), CVE-2025-6965 (Critical), CVE-2025-32463 (Critical), CVE-2025-24016 (Critical), CVE-2026-
22184 (Critical)

At the time of review, this version demonstrates that it is exposed to these vulnerabilities. No detailed analysis
has been performed to eliminate non-applicable vulnerabilities.

CVE-2025-30472 (Critical), CVE-2024-45491 (Critical), CVE-2024-45492 (Critical), CVE-2024-47537 (Critical), CVE-
2024-47538 (Critical), CVE-2024-47539 (Critical), CVE-2024-47540 (Critical), CVE-2024-47597 (Critical), CVE-
2024-47598 (Critical), CVE-2024-47600 (Critical), CVE-2024-47606 (Critical), CVE-2024-47607 (Critical), CVE-
2024-47613 (Critical), CVE-2024-47615 (Critical), CVE-2024-47774 (Critical), CVE-2024-47775 (Critical), CVE-
2024-47776 (Critical), CVE-2024-47777 (Critical), CVE-2024-47834 (Critical), CVE-2024-47685 (Critical), CVE-
2024-45159 (Critical), CVE-2025-47917 (Critical), CVE-2020-1171 (Critical), CVE-2020-1192 (Critical), CVE-2025-
6965 (Critical), CVE-2024-32038 (Critical), CVE-2024-38428 (Critical)

At the time of review, this version demonstrates that it is exposed to these vulnerabilities. No detailed analysis
has been performed to eliminate non-applicable vulnerabilities.

CVE-2025-30472 (Critical), CVE-2023-38545 (Critical), CVE-2024-45491 (Critical), CVE-2024-45492 (Critical), CVE-
2023-0687 (Critical), CVE-2024-47537 (Critical), CVE-2024-47538 (Critical), CVE-2024-47539 (Critical), CVE-2024-
47540 (Critical), CVE-2024-47597 (Critical), CVE-2024-47598 (Critical), CVE-2024-47600 (Critical), CVE-2024-
47606 (Critical), CVE-2024-47607 (Critical), CVE-2024-47613 (Critical), CVE-2024-47615 (Critical), CVE-2024-
47774 (Critical), CVE-2024-47775 (Critical), CVE-2024-47776 (Critical), CVE-2024-47777 (Critical), CVE-2024-
47834 (Critical), CVE-2024-47685 (Critical), CVE-2023-45199 (Critical), CVE-2024-45159 (Critical), CVE-2025-
47917 (Critical), CVE-2023-47100 (Critical), CVE-2020-1171 (Critical), CVE-2020-1192 (Critical), CVE-2023-3961
(Critical), CVE-2025-6965 (Critical), CVE-2024-32038 (Critical), CVE-2024-38428 (Critical), CVE-2023-45853
(Critical)



At the time of review, this version demonstrates that it is exposed to these vulnerabilities. No detailed analysis
has been performed to eliminate non-applicable vulnerabilities.

CVE-2025-30472 (Critical), CVE-2023-38545 (Critical), CVE-2024-45491 (Critical), CVE-2024-45492 (Critical), CVE-
2022-3515 (Critical), CVE-2024-47537 (Critical), CVE-2024-47538 (Critical), CVE-2024-47539 (Critical), CVE-2024-
47540 (Critical), CVE-2024-47597 (Critical), CVE-2024-47598 (Critical), CVE-2024-47600 (Critical), CVE-2024-
47606 (Critical), CVE-2024-47607 (Critical), CVE-2024-47613 (Critical), CVE-2024-47615 (Critical), CVE-2024-
47774 (Critical), CVE-2024-47775 (Critical), CVE-2024-47776 (Critical), CVE-2024-47777 (Critical), CVE-2024-
47834 (Critical), CVE-2023-39976 (Critical), CVE-2023-38426 (Critical), CVE-2023-38427 (Critical), CVE-2023-
38428 (Critical), CVE-2023-38429 (Critical), CVE-2023-38430 (Critical), CVE-2023-38431 (Critical), CVE-2023-
38432 (Critical), CVE-2024-47685 (Critical), CVE-2023-28531 (Critical), CVE-2023-38408 (Critical), CVE-2023-
47100 (Critical), CVE-2020-1171 (Critical), CVE-2020-1192 (Critical), CVE-2022-3734 (Critical), CVE-2022-45141
(Critical), CVE-2023-3961 (Critical), CVE-2025-6965 (Critical), CVE-2024-32038 (Critical), CVE-2024-38428
(Critical), CVE-2023-45853 (Critical)

At the time of review, this version demonstrates that it is exposed to these vulnerabilities. No detailed analysis
has been performed to eliminate non-applicable vulnerabilities.

CVE-2018-15540 (Critical), CVE-2025-30472 (Critical), CVE-2023-23914 (Critical), CVE-2023-38545 (Critical), CVE-
2024-45491 (Critical), CVE-2024-45492 (Critical), CVE-2023-0687 (Critical), CVE-2022-3515 (Critical), CVE-2024-
47537 (Critical), CVE-2024-47538 (Critical), CVE-2024-47539 (Critical), CVE-2024-47540 (Critical), CVE-2024-
47597 (Critical), CVE-2024-47598 (Critical), CVE-2024-47600 (Critical), CVE-2024-47606 (Critical), CVE-2024-
47607 (Critical), CVE-2024-47613 (Critical), CVE-2024-47615 (Critical), CVE-2024-47774 (Critical), CVE-2024-
47775 (Critical), CVE-2024-47776 (Critical), CVE-2024-47777 (Critical), CVE-2024-47834 (Critical), CVE-2022-
47629 (Critical), CVE-2023-39976 (Critical), CVE-2023-38426 (Critical), CVE-2023-38427 (Critical), CVE-2023-
38428 (Critical), CVE-2023-38429 (Critical), CVE-2023-38430 (Critical), CVE-2023-38431 (Critical), CVE-2023-
38432 (Critical), CVE-2024-47685 (Critical), CVE-2023-28531 (Critical), CVE-2023-38408 (Critical), CVE-2023-
47100 (Critical), CVE-2020-1171 (Critical), CVE-2020-1192 (Critical), CVE-2022-35951 (Critical), CVE-2022-3734
(Critical), CVE-2022-45141 (Critical), CVE-2023-3961 (Critical), CVE-2025-6965 (Critical), CVE-2024-32038
(Critical), CVE-2024-38428 (Critical), CVE-2023-45853 (Critical)



2 DAINSY 4.2.0

2.1.1 cockpitredis#22 dictionary key management

Dainsy now allows creating and managing dictionary variables to lock and control their values and quality. This
feature, available to authorized security groups, securely streamlines system diagnostics and maintenance

during operation.

Dictionary ~ Writable keys

Enable m Authorized groups wheel X

Q Filter by key... ]
0w Key Placeholder
a test Placeholder

Dictionary ~ Writable keys

e
[ Createanewkey ) Apply initial values
AN S

Display limit 20 =
Initial Quality @

255 (Missing) =

O Alert

1key is currently locked, blocking write operations. Please ensure it is unlocked before the system goes into production. You can get the locked key using the shell command “redis-cli

dainsy.locked".

Unlock all keys

Spy lists
S
- +
none \\-7/|
Q test ]
0w Key Value
> a test 1

Display limit 20 ~ Write all keys v X
Source Locked Write Activi... Hist...
dainsy-dictionary

2026-02- a v X D
26T14:31:37.5662



2.1.2 dainsy#10%ew application: SNMP

DAINSY now includes a new application dedicated to the SNMP protocol. You can monitor devices as an SNMP
manager or operate as an SNMP agent. This new application expands cross-protocol data exchange capabilities,
for example: SNMP/OPCUA, SNMP/Modbus, SNMP/MQTT and more. The DAINSY operating system can also be
monitored by external managers through its built-in SNMPD agent, which operates independently of the new
SNMP application.

Status Parameters Logs configuration
App-snmpion-4

SNMP v1-v2c-v3 manager and agent @

Status €@ Running  Active since February 23, 2026 10:37 AM

@ Automatically starts

Statistics <E> (=)
Summary 3/3 Connected, 3/3 Operational
Failover Status Active
Reset all statistics P
Sessian Status Connected Operational Wersion Community Requests Traps Rezet

> snmp_primary ] Yes Yes Vi public 1 4] B

> snmp_secondary L] Yes Yes Vi public 1 o]

> snmp_local_agent ] Yes Yes Ve public 2 (4]

N
Logs (" m ) Display limit 100 ~
N,



2.1.3 dainsy#266Migration toBareboxwith Bootchoosefor RAUQipdates

The GRUBootloader has been replaced with Bareboxon several BSPs to enhance the reliability of partition
switching during system updates performed with RAUC. With Barebo% Bootchoosemechanism, partition
selection becomes atomic, robust, and redundant.

The BSPs benefiting from this update are: SIMATIC IPC [127E, 427D, 427E, BX39A] and VMware.

Please note that this change introduces a new partition layout. As a result, in-place updates are not supported
for this version. The new layout will only be updatable starting from the next release, as a fresh installation is
required to benefit from this modification.

barebox 2( 0.0 #1 Wed Mov 26 16:01:04 UTC 2025
Build ] rsion: 72b° :

Board: barebox EFI payload
) by UM ),

acp Found

efi-fs handle

eth0: got pre

ethl: got p

ethl: t : 0: :

malloc sp ( 56 HiB)

deep-probe: | sing b %,deep-probe or barebox,disable-deep-probe property

deep-probe: not activated by default

x-enu-5b91f69c-8bBB-4a2b-9269-5f1d802b5175: No s
uch file or
May ou have to create the partition
DAI ENT detected - using bootchooser

Hit m for menu or any to stop autoboot:




2.1.4 dainsy267new cockpit Ul withPatternfly 6

The Cockpit web interface has been modernized with Pattemfly 6, providing a cleaner design, better
ergonomics, and an improved user experience.

admin
N——— Administrative access @ Help ¥ Session
App-isagraf . : - X
a hw-cerf@1 running DAINSY Linux 4.2.0.beta5 (Beaver) (_ Reboot )
App-modbus
App-mqtt L - S _
| NN oINS NN
App-ntly (beta) FULI/ N DI N AWV
[ v B L A D |
App-opcua-dit [V N B VA W
oo Version : DAINSY Linux 4.2.0.betaS (Beaver)
App-opcua-srv
TargetId : 117¢a559205577@96ca65ecl60ea241
Message : This build is up to date
App-s8000
App-snmp
Usage System information Configuration
System
CPU L 15% of 4 CPUs Model SIEMENS AG SIMATIC Hostname hw-cerf@l edit
Overview \PC127E
Memory - 8.58/3.7 GiB System time
Settings Asset tag L1770991
Networking Machine 45885291cbd14de69be7c5
D a2b5f00tdd Domain
Accounts Up since 3 days ago Performance .
profile can=y
Services
Cryptographic e
System logs policy -
o metrics ond hicto View hordare detals Secure shell keys Show fingerprints
Tools ew metrics and history

Applications

2.1.5 dainsy#268 complete refactoring of the USB installer

The USB installer has been fully redesigned to allow selection of the installation type (ENT or LGT), as well as
configuration of the hostname and network settings during the installation process.

Starting systemd-udeuvd version 255.21°
Waiting for removable media...

Machine: Workstation
Warning: DAINSY detected on disk sda (bootloader: barebox, type: ENT, bootchooser: system0, version: develop)

=== DAINSY SETUP TOOL (version: develop) ===

1) Launch the installer

Z2) Backup data partition (and restore it later with the installer)
3) Go to shell

4) Reboot

Your choice: _




2.1.6 dainsy#27@asswordequirementsnow visibleduring CLupdates
When changing a password via the command line, the criteria defined in the pwquality configuration are now
displayed.

admin@hu—ouvfZl
Minimum length: 1

d password by at least 1 character(s)

nclude at 1

include at 1

ot match di ary word

not ¢ ain the username
Changing password for admin.

Current pa ord :

2.1.7 dainsy#271 migration from Redis to Valkey

The in-memory data engine has been migrated to Valkey ensuring full functional continuity while leveraging a
community-maintained open-source solution. This transition is transparent to users and requires no
configuration changes.

2.1.8 dainsy#273 added BSP support for Harvester, Proxmox, HyperV

Dainsy now supports Harvester, Proxmox (beta), and HyperV (beta) as alternatives to VMware platform. This
update provides greater flexibility for deployment across different platforms.

HARVESTER



2.1.9 dainsy#278mprovedspeed fordiagnostiaeport generation

Diagnostic report generation is now faster using dainsy.dumpwhich saves the entire database to a text file,
greatly reducing Redisreads of current and historical values. Non-essential plugins have also been removed for
further performance improvement.

System diagnostics

Report Created Attributes
s R
hw-ovf21-2026@0226155331 17 hours ago Encrypted  Obfuscated \\ Download /I H
g ™
hw-ovf21-20260226154843 17 hours ago \\ Download /I H

2.1.10 dainsy#283ew application: NTFY

This new application enables DAINSY to send real-time notifications using ntfy, a lightweight open source
publish/subscribe service that delivers messages over HTTP to subscribed clients (web, mobile, or custom
integrations). With app-ntfy, DAINSY can now push event-based alerts quickly and easily, improving system
monitoring and communication.

Status  Parameters  Logs configuration

App-ntfy (beta) oo

Send DAINSY alerts to an ntfy server based on configurable conditions @

Status € Running Active since February 23, 2026 10:40 AM

@ Automatically starts

Logs @ Display Imit 100 =

Feb 26 13:55:32 app-ntfy. py[18219]: [notify] 5831402966c06fcS745d4dEd30338c4-system (priority=5, title=CPU Load Alert): DAINSY system CPU load is 0% or higher
Feb 26 13:55:32 app-ntfy.py[18219]: [state] dainsy_system_cpu_load:Value has triggered alert with value ‘814"

Feb 26 13:55:22 app-ntfy.py[18219]: [state] dainsy_system_cpu_load:Value has untriggered alert with value 79.5'

Feb 26 13:54:57 app-nitfy py[18219]: [notify] 5831402966c96+c5745d4d6d301338c4-system (priority=5, title=CPU Load Alert): DAINSY system CPU load is 80% or higher
Feb 26 13:54:57 app-ntfy.py[18219]: [state] dainsy_system_cpu_load:Value has triggered alert with value ‘807

Feb 26 13:54:52 app-ntfypy[18219]: [state] dainsy_system_cpu_load-Value has untriggered alert with value 79.9"

Feb 26 13:54:12 app-ntfy.py[18219]: [notify] 5831402966c96c574504d6d307338c4-system (priority=5, title=CPU Load Alert): DAINSY system CPU load is 80% or higher
Feb 26 13:54:12 app-ntfy.py[16219]: [state] dainsy_system_cpu_load:Value has triggered alert with value ‘814'

Feb 26 13:54:07 app-ntfy.py[182197]: [state] dainsy_system_cpu_load:Value has untriggered alert with value 79.8'

Feb 26 13:54:02 app-ntfy py[I8219]: [notify] 583140296 6361c5745d4dEd307338c4-system (priority=5, title=CPU Load Alert): DAINSY system CPU load is 80 or higher
Feb 26 13:54:02 app-ntfy.py{18219]: [state] dainsy_system_cpu_load:Value has triggered alert with value ‘80.8

Feb 26 13:53:42 app-ntfy.py[18219]: [state] dainsy_system_cpu_load:Value has untriggered alert with value 79.5'

Feb 26 13:53:22 app-ntiy. py[18219]: [notify] 5831402966c067c545d4dEd303384-system (priority=5, title=CPU Load Alert): DAINSY system CPU load is 80% or higher
Feb 26 13:53:22 app-ntiy.py[18219]: [state] dainsy_system_cpu_load:Value has triggered alert with value ‘811

Feb 26 13:53:17 app-ntfy.py[18219]; [state] dainsy_system_cpu_load:Value has untriggered alert with value 79.6'

Feb 26 13:52:02 app-nitfy py[18219]: [notify] 5831402966 c36fc5745d4cl6d301338c4-system (priority=5, title=CPU Load Alert): DAINSY system CPU load is 80% or higher



2.1.11 dainsy#283Jpdate kernel from 6.6.69 to 6.6.111

Updated the Linux kernel to the latest long-term support release to benefit from the latest security updates. The
updated 6.6 kernel also offers increased performance and better stability.

Longterm release kernels

Version Maintainer Released Projected EOL
6.18 Greg Kroah-Hartman & Sasha Levin 2025-1-30 Dec, 2028
6.12 Greg Kroah-Hartman & Sasha Levin 2024-117 Dec, 2028
6.6 Greg Kroah-Hartman & Sasha Levin 2023-10-29 Dec, 2027
6.1 Greg Kroah-Hartman & Sasha Levin 202212-1 Dec, 2027
5.15 Greg Kroah-Hartman & Sasha Levin 2021-10-31 Dec, 2026
5.10 Greg Kroah-Hartman & Sasha Levin 20201213 Dec, 2026

J/home/admin # uname -a
Linux hw-ovf21 6.6.111-rt31-dainsy #1 SMP PREEMPT_DYNAMIC Tue Oct 14 81:26:24 UTC 2825 x86_64 GNU/Linux

J/home/admin # I

2.1.12 dainsy#28@&dded Nethogs for peprocess bandwidth monitoring

Integration of Nethogs, enabling real-time visibility of network bandwidth usage per process to simplify
diagnostics and network performance analysis.

Terminal Font size - 1] + Appearance Black = I::' Reset \]

version 0.8.8-12-gB8daf76

RECEIVED
146690 root Jusr/bin/app-modbus
145399 root Jusr/bin/app-opcua-srv
? root 18.71.4.129:57886-109.71.4.130:18028
? root 18.71.4.129:57102-10.71.4.130:48028
144869 root IsavM
144848 root IsavM
14519@ root IsavM
144853 root IsavM
145135 root IsavM
? root unknown TCP
144891 root IsavM
144915 root IsavM
145829 root IsavM
1621 cockpi.. [usr/libexec/cockpit-tls
145191 root app-s&eee
1859 root Jusr/binfcluster-ctrl
? root 18.71.4.129:57874-10.71.4.130: 18028
? root 18.71.4.129:57060-10.71.4.130:18028

W
0w
\

3.
8 3.
5 a.
1 a.
1 a.
1 a.
1 a.
8 a.
1 a.
E] a.
7 a.
8 a.
e a.
E] a.
e a.
e a.




2.1.13 dainsy#28tlusterconfigurationmismatchbanner Improvement

The configuration mismatch banner has been enhanced to explicitly indicate when the peer cluster unit is
unreachable. This improvement helps distinguish an actual configuration inconsistency from a communication
issue with the remote unit, simplifying troubleshooting.

Dictionary  Writable keys

© Error

Cannot verify configuration mismatch because the other node is not reachable.

Spy lists
0
none - [+ )
/
Q Filter by key... [i] Display limit 20 =
O Key Value Guali... Source Locked Write Activi... His
app-isagraf
» O ISAGRAF_RESS_REDIS_000_BOOL_CUT o} Good 2026-02- o <

26T20:46:21.9502



2.2 Bug fixes

2.2.1 clusterctrl#17 config checksum ftine other node seen as 0, even when connected

In rare cases, the remote node configuration checksum could be reported as 0 despite an active connection. This
intermittent behavior has been resolved to improve configuration synchronization consistency and overall
reliability.

Cluster Status ( Edit )
Cluster is enabled °
Current node Primary (This node is running as master)
Primary Secondary
Online (] Online ]
Status master Status backup
Total score 161 @ Total score me
State joined @ State joined @
Configuration checksum 3856676924 Configuration checksum 2271725563

2.2.2 clusterctrl#18 synchronization of *_status variables in the cluster

Until now, cluster-ctrl only synchronized *_Status variables. Due to case sensitivity, patterns have been added to
the configuration to ensure both *_Status and *_status variants are properly transferred between cluster nodes.

cluster-ctrl.conf

Jetc/cluster-ctrl/cluster-ctrl.conf

/ vIoUE — T diover
# Nodes ring networks, with comma separated addresses
PrimaryNodeAddresses = [ "hw-ovf2l.corpo.ciesla.ca”, "10.72.4129", "10.73.4129" ]
SecondaryNodeAddresses = [ "hw-ovf22.corpo.ciesla.ca’, "10.72.4130", "10.73.4130" ]
Stickiness = 50
# Network health pingers, with comma separated addresses
Pinger_x1_Addresses = [ "127.0.0.1" ]
Pinger_x10_Addresses = [ "127.0.0.1" ]
Pinger_x100_Addresses = [ "127.0.01"]

[DictionarySync]
# If Enabled is true, dictionary keys to be synced between the nodes
Enabled = true
PeriodMs = 1000

Patterns = [ "*_Connected”, "*_Operational”, "*_Status”, "*_connected”, "*_operational”, "*_status”
Format = "{key}_Other"

# DisconnectMode can be set to "Degrade” | "Delete”

DisconnectMode = "Degrade”




2.2.3 cockpitdainsy#27 cluster configuration from backup unit

The cluster can now be configured on cockpit from the backup unit, in addition to the master unit. This fix
simplifies cluster management and maintenance, providing greater flexibility for configuration operations.

License Cluster Software Repositories ~ Configuration Banks ~ System Logs Network Time  Other Configurations

Warning
The contents of the /config directory or the fetc/cluster-ctrl/cluster-ctrl.conf file differ across the cluster units. Click the Synchronize button to apply the master unit’s configuration

to the standby unit.

Cluster Status :> (et )

Cluster is enabled o

Current node Secondary (This node is running as backup)

Primary Secondary

Online (] Online (]

Status master Status backup
Total score 161 Total score m

State joined State joined
Configuration checksum 3856676924 Configuration checksum 2271725563

2.2.4 dainsy#272ogin banner consistency

The DAINSY system now waits for the first motd cycle to complete before notifying systemd that it is ready. This
ensures the banner file is produced before the first login shell, improving the consistency of the user message

display.

10.21.99.51 | feB0::eddc:adff:febS:?

w-cerf0l login: _




2.2.5 dainsy#28%; disabled Pacemaker diagnostic logs

Diagnostic logs from Pacemaker have been disabled as they were consuming volatile memory without regular
cleanup, potentially leading to excessive resource usage.

-rw-rw-r-- 1 root utmp 292292 Feb 12 13:32 lastlog
drwxr-x--- 2 hacluster haclient 40 Aug 9 2025 pacemaker
-rw-rw---- 1 hacluster haclient 1684437783 Feb 12 13:38 pacemaker.log

drwx------ 2 root root 40 Aug 9 2025 private
lrwxrwxrwx 1 reoot root 39 Aug 9 2025 README -> ../../usr/share/doc/systemd/README.logs

2.2.6 dainsy#284ixed journald configuration for applications

Since the storage=parameter was not specified into apps configuration file, the systemdjournaldautomatic
mode incorrectly used storage=persistentecause /var/log/journald path was available, preventing
MaxRuntimeUsérom taking effect. The parameter has been set to storage=volatilemaking MaxRuntimeUse
effective and storing logs in /run/log/journald instead.

Terminal

IStorage=volatile
ForwardToSyslog=yes
RuntimeMaxUse=16M

axLevelStore=notice

axLevelSyslog=notice
RatelLimitIntervalSec=0s
RatelLimitBurst=0




3 DAINSY 4.1.0

3.1.1 clusterctrl#4 Refactorizedhigh availabilitynanagement and security

A new mechanism, clustekrctrl, simplifies the configuration and monitoring of high availability services. Now,
instead of configuring CorosyncPacemakerthe Hostsfile, and ClusterSyngall configuration is done on a single
file. In addition, the exchange of dictionary keys between cluster nodes has been secured with encryption.

License Cluster Software Repositories Configuration Banks System Logs Network Time

Cluster Status

Cluster is enabled

Current node Primary (this node is running as master)

Primary Secondary
QOnline Online ]
Status master Status backup
Total score 161 © Total score mo
State joined @ State joined @
Configuration checksum 632449257 Configuration checksum 632449257

Logs @ Display limit 100 =

Qct 1121:07:57 hw-ovf21 cluster-ctri[2562]: cluster: node id found: 1

QOct 1121:07:52 hw-ovf21 cluster-ctrl[2562]: [Process\Messenger] Remote client connected.
Qct 11 21:07:51 hw-ovf2] cluster-ctrl[2562]: Redis connected [cluster-ctrl:async-write]

Qct 1121:07:51 hw-ovf21 cluster-ctrll25621: Redis connected cluster-ctrl:asyne-read]




3.1.2 dainsy#20Qpdate kernel from 5.19 to 6.6

Updated the Linux kernel to the latest long-term support release to benefit from the latest security updates. The
updated 6.6 kernel also offers increased performance and better stability.

Longterm release kernels

Version Maintainer Released Projected EOL
6.6 Greg Kroah-Hartman & Sasha Levin 2023-10-29 Dec, 2026
6.1 Greg Kroah-Hartman & Sasha Levin 2022121 Dec, 2026

5.15 Greg Kroah-Hartman & 5asha Levin 2021-10-31 Dec, 2026
5.10 Greg Kroah-Hartman & Sasha Levin 2020-12-13 Dec, 2026
5.4 Greg Kroah-Hartman & Sasha Levin 2019-1-24 Dec, 2025
419 Greg Kreah-Hartman & Sasha Levin 2018-10-22 Dec, 2024

~ # uname -a
Linux hw-ovf21l 6.6.69-rt31-dainsy #1 SMP PREEMPT DYNAMIC Thu Jan 2 18:49:16 UTC 2825 x86 64 GNU/Linux

~#I

3.1.3 dainsy#216 IntroducRAUQipdate mechanism

When using the enterprise version of DAINSY (ENT), users can now update the system using the RAUC (Robust
Auto-Update Controller) mechanism. The update is safe and allows easy rollbacks. The preparation of the
update can be done in advance, while DAINSY is running. Only a confirmation and a reboot are required to
upgrade to the new version.

Note: This feature is not available under DAINSY Light Storage Edition.

/ % sudo rauc status
=== System Info ===
Compatible: wvmware-ovf-x64
Variant:
Booted from: rootfs.® (systemd®)

=== Bootloader ===
Activated: rootfs.@ (systemd)

=== Slot States ===
o [rootfs.1] (/dev/sda3, ext4, inactive)
bootname :
boot status:
[appfs.1] (/dev/sdab, extd, inactive)

x [rootfs.@] (/dev/sda2, ext4, booted)
bootname :
boot status:
[appfs.@] (/dev/sda5, extd, active)

/$




3.1.4 dainsy#217 Addinguditto image

Many regulations require that the actions performed by users of a system be tracked. The Auditframework has
been added to DAINSY and helps meet these requirements by monitoring the activities of the system.

3.1.5 dainsy#22reation of a software repository for each DAINSY release

To simplify and strengthen the management of dependencies and compatibility when applying security updates,
independent software repositories have been created for each new DAINSY version.

Also, a local software repository is now included on the factory operating system image to facilitate applications
deployment for users who do not have access to the Internet.

Apps Repositories

File name File path Description

F— I T - / ; - A 5
O-dainzy- Jfetc/yum.repos.d/O-dainsy- Software Repositories Modify
local.repo localrepo

I-dainsy- Sete/yum repos.d/1-dainsy- Software Repositories

remote.repo remote.repo



3.1.6 dainsy#226 ImprovRAUMoot script

To avoid any confusion when using the RAUGipdate mechanism, the choice of boot partition is no longer
accessible when starting the machine. Partition switching can only be done with command line, once the system
has started.

GNU GRUB version 2.12

SYSTEM
SYSTEM (RESCUE SHELL)

@ root@hw-ovf21: /home/admin

Use the « and ¥ keys to select which entry is highlighted.
Press enter to boot the selected 0S, ‘e’ to edit the commands
before booting or “c’ for a command-line.

3.1.7 dainsy#23Mask unlicensed features.

Now only licensed features are displayed in the DAINSY license panel.

Dainsy license m

Status Registered features
Target Id ISAGRAF (-]
Summary MODBUS ]
License Format OPCUA (]
Product MQTT [}
License Type SMARTMICRO (]
Registered To FLIR @
Production Date BLUETOOTH (/]
Maintenance Centract 58000 ®
Days

Maintenance Contract DNP3 o
End Date BACNET )
Activation Date |EC61850 ®
Machine Type

Trial Days

Perf Level



3.1.8 dainsy235Add VPN support

Added support for WireGuardvPN in the Linux kernel and Cockpitinterface. This new feature makes it possible
to protect communication from older protocols that do not offer data encryption, or to establish secure
communication between multiple DAINSY units or between DAINSY with other machines. WireGuards
compatible with Linux and Windows platforms.

Add WireGuard VPN

Name wgQ

Private key @ Generated () Paste existing key

ENNyjVulCwSp+gMkNnChkrHSplg@zrAsr3kaomwtM1lE=

Public key C/MO5JAREd3AGT3FFZFZZKY +K@24tnM57n42q, wWQE=

Listen port Will be set to "Automatic”

IPv4 addresses Example, 10.0.0.1/24,1.2.3.4/24

Multiple addresses can be specified using commas or spaces as delimiters

Peers (@ Add peer

No peers added.

Add Cancel




DAINSY Linux FL8658001
RELEASE NOTES Revision 03 (2026-02-27)

3.1.9 dainsy#23Data historizatiorfeature

Data written to the DAINSY dictionary can be now historized by applications. Historization brings a major
advantage, because it allows users to trace the last events of each variable. When a transient event occurs, then
it is now easily possible to determine its origin. In addition, the user can save the history of each variable on his
PC.

History of dainsy_system_cpu_load

Collection changed C' 3, Displaylimit 100 - @&

Time Quality ® Description Source

2024-10- Good System CPU load (%) motd
15T13:17:32.817Z 2024-10-

15T13:17:32. 8172
Field Value
UteTimeMs 1728998252817
Value 371
Description System CPU load (%)
Quality o

Provider motd

2024-10- 1 SystemCPUload (%) motd
15TI3:17:277962Z 2024-10-

15TI3:17:27.796Z

2024-10- z SystemCPUload (%) motd

15T13:17:22.779Z 2024-10-
15TI3:17:227752

2024-10- System CPUload (%) motd
15T13:17:17.753Z 2024-10-

15TI3:17:17.753Z

3.1.10 dainsy#24Adding logo to startup

The DAINSY logo has been added to system startup, showing loading progress.

[DAINSY

DATA INTEGRATION SYSTEM

Page 24 of 47



3.1.11 dainsy#248\ew apjication: Fuxa(BETA)

DAINSY now includes, for betatesting, FUXA web-based Process Visualization software. With FUXA you can
create modern process visualizations with individual designs for your machines and real-time data display.

3.1.12 dainsy#253 Changes to licensaygtem

DAINSY introduces a presence mechanism towards the central servers of Resologi. This measure aims to avoid
the cloning of certain vulnerable licenses, mainly linked to virtual machines.

In addition, the DAINSY license is no longer associated with the MAC addresses of the machine, but with its
unique identifier. The migration of a license to another machine is however possible by a transfer request to
Resologi. For emergency management on sites in operation, the purchase of reserve licenses is recommended.

These changes are not applicable to the operator (site) license.



3.2.1 dainsy#233Jniversal USB installer robustness improvement.

Improve the Universal USB Installer by clearing disk caches at specific stages. This helps prevent data corruption
at installation time that was not detectable before the machine started.

3.2.2 dainsy#224 Fi@ystemplugin integratiorwhen leaving the active directory domain.

Fixes an issue that prevented the administrator from breaking a user session after disconnecting an active

directory enrollment.

admin@
hw-ovf21

App-opcua-clt
App-opcua-srv
App-s8000

App-smartmicro

System
Overview
Settings
Networking
Accounts
Services

System logs

Tools

Applications

Diagnostic reports

nts > tech

tech

Full name

User name

Groups

Lastlogin

Options

Password

Home directory

Shell

Authorized public SSH keys &

admin@toul

Administrative access @ Help ~ n Session ¥
I > ‘ Terminate session ‘
tech
tech
P tech@hw-ovi2T: ~ - o X

haclient X | grp-col

Logged in

/home/tech

/bin/bash change

SHA256:ZuUQRVIDICp5Pb5zbKlczqgKRhwdEIfQ7dGjwL/yogQl1M Remove

3.2.3 dainsy#225 FiRAUGnechanism foSiemens SIMATIC IPCBX39A.

Fixed an issue that prevented the RAUC mechanism from being used on the SIMATIC IPCBX39A target.

3.2.4 dainsy#22ACL support fasystemetmpfiles

Added AClfunctionality to systemdtmpfilesto allow it to enforce access lists on non-persistent file systems.



4 DAINSY 4.0.4

4.1.1 dainsy#203 improvement of ssh welcome message.

The greeting message during SSH session login has been revised so that the alignment allows for more
ergonomic reading.

E2 hw-ovi2l.corpo.ciesla.ca - PuTTY = (] X

4.1.2 dainsy#205 additional list sizes for tteekpitdictionary

The data dictionary viewer under Cockpit now allows to select lists of sizes 20, 50, 100, 250 or 500.

Spy lists
Tone -+ - Add to spy list
Q Filter by ke o Display limit 20
000 Key Value Quality @ Source wiitd 2°
sy O 3/3 Connected, 3/3 Operational Q Good app-modbus
1
> O app_opcua_clt_statistics Good ~
2
> 0O app_opecua_srv_statistics Good

- cluster_ctr|_statistics




4.1.3 dainsy#20&etwork cable detection for bsp ipc bx39a

The network driver for the eno3 and eno4 interfaces of the Siemens SIMATIC IPCBx39A BSP could not detect the
presence of a network cable. This anomaly has been corrected.

AREER"
|

T

4.1.4 dainsy#21@rror applyingDVHEmage settings.

An improvement made in DAINSY 4.0.3, intended to speed up system boot time, resulted in a deployed VMware
OVF image not being able to apply network settings on first boot if the latter is too fast. This behavior has been
fixed.



Component

Version (before)

Version (after)

Fixed CVEs

appstream 0.7.18 0.15.5

bind 9.18.17 9.18.19 CVE-2023-3341 (High), CVE-2023-4236 (High)

cockpit 290 300.3

libldap 2.5.12 2.5.16

libldb 2.7.2 2.8.0

libtalloc 2.4.0 24.1

libtdb1 1.4.8 149

mbedtls 3.4.0 3.5.0 CVE-2023-43615 (High), CVE-2023-45199
(Critical)

networkmanager 1.40.0 1.44.0

openss! 3.0.10 3.0.13 CVE-2023-4807 (High), CVE-2023-5363 (High),
CVE-2023-5678 (Medium), CVE-2023-6129
(Medium), CVE-2024-0727 (Medium)

packagekit 1.2.6 1.2.8 CVE-2024-0217 (Low)

perl 5.34.1 5.38.2 CVE-2023-47100 (Critical)

pyldb 2.7.2 2.8.0

pytalloc 2.4.0 2.4.1

python3-tdb 1.4.8 1.4.9

redis 7.0.12 7.0.13 CVE-2023-41053 (Low)

samba4 4.18.3 4.194 CVE-2022-2127 (Medium), CVE-2023-3347
(Medium), CVE-2023-34966 (High), CVE-2023-
34967 (Medium), CVE-2023-34968 (Medium),
CVE-2023-3961 (Critical), CVE-2023-4091
(Medium), CVE-2023-4154 (Medium), CVE-
2023-42669 (Medium), CVE-2023-42670
(Medium), CVE-2023-5568 (Medium)

sosreport 4.3 4.6.0

sudo 1.9.13p3 1.9.15p2 CVE-2023-42465 (High)

tar 1.34 1.35

traceroute 2.1.0 2.1.3 CVE-2023-46316 (Medium)

tzdata 2023c 2023d

hiredis 1.0.2 1.2.0

vim 9.0.1592 9.0.2130 CVE-2023-46246 (Medium), CVE-2023-4733

(High), CVE-2023-4734 (High), CVE-2023-4735
(High), CVE-2023-4736 (High), CVE-2023-4738
(High), CVE-2023-4750 (High), CVE-2023-4752
(High), CVE-2023-4781 (High), CVE-2023-
48231 (Medium), CVE-2023-48232 (Medium),
CVE-2023-48233 (Medium), CVE-2023-48234
(Medium), CVE-2023-48235 (Medium), CVE-
2023-48236 (Medium), CVE-2023-48237
(Medium), CVE-2023-48706 (Medium), CVE-




2023-5344 (High), CVE-2023-5441 (Medium),
CVE-2023-5535 (High)

Component Version Fixed CVEs

cups 2.4.2 CVE-2023-4504 (High)

curld 7.82 CVE-2023-38545 (Critical), CVE-2023-38546 (Low), CVE-
2023-46218 (Medium)

gcc 11.4.0 CVE-2023-4039 (Medium)

glibc 2.35 CVE-2023-0687 (Critical), CVE-2023-4527 (Medium), CVE-
2023-4813 (Medium), CVE-2023-4911 (High), CVE-2023-5156
(High), CVE-2023-6779 (High)

gnutls 3.7.4 CVE-2024-0553 (High), CVE-2024-0567 (High)

grub 2.0.6 CVE-2023-4692 (High), CVE-2023-4693 (Medium)

json-c 0.15 CVE-2020-12762 (High)

libpam 1.5.2 CVE-2024-22365 (Medium)

libssh4 0.8.9 CVE-2023-48795 (Medium)

libxmI2 2.9.14 CVE-2023-45322 (Medium), CVE-2024-25062 (High)

openssh 8.9p1 CVE-2023-48795 (Medium), CVE-2023-51384 (Medium),
CVE-2023-51385 (Medium)

sqlite3 3.10.13 CVE-2023-7104 (High)

zlib 1.2.11 CVE-2023-45853 (Critical), CVE-2023-6992 (Medium)




5 DAINSY 4.0.3

5.1 Feature updates

5.1.1 clustekrctri#1 high-availability cluster statistics

It is now possible to know the state of the DAINSY cluster in the cluster_ctrl_statisticsariable. In a future
version, it is planned to exploit this new functionality for displaying the status of the cluster in a Cockpit panel.

admin@
hw-ovf21 Administrative access @ Heb £ Session ~

Q Search

Apps Data inspection - cluster_ctrl_statistics

App-blutooth Yoot &
"Cluster Enabled” : tool true
App-flir ¥ "This Node" : {
"Name" : sing "primary”
App-isagraf o

App-modbus Status” : it 2
"Status Description™ : sting “this node is running as master”
App-matt 1

¥ "Master Node" : {

App- —clt . . . )
ppropeuae Name" : strng “primary’

App-opcua-srv

App-8000 ¥ "'Nodes" : [
v0:g
"Name" : string "primary”

D" el

App-smartmicro

System "Score” 1t 161
"State" : string "joined"
Overview ~ "RingsNetwork” : [
vo:g
"ID" e O

Settings
Networking "Connected” : sting "true” B
Accounts
Services

System logs




5.1.2 clusterctrl#2 synchronizes Redis data between targets of a high availability cluster.

When DAINSY is deployed with the high availability mechanism, Redis variable names matching a user
configurable pattern(s) are automatically synchronized between units. This function allows the master unit to
know the precise status of the backup unit, by example, of the TCP connections status. The variables of the
other unit, copied to the local unit, receive the suffix"_Other" to differentiate them.

admin@
hw-ovf21 Administrative access @ Help ~ ¢ Session
App-isagraf

App-madbus Profiles

App-maqtt all M | + - Add to a profile Remove from profile

App-opcua-clt

App-opcua-srv Display limit 100 - Y Wildcard ~ *,Connectedﬂ

App-s8000

(@)  Source Key Value Quality @ Write

App-smartmicro MODBUS-CLIENT-OF-UNIT
> O app-modbus Good
2023-09-22T17-40:50 4437
System
Overview > O ab‘j'mfm,u; o 1 Good
2023-09-22T17-40:52.605Z
Settings
MODBUS-CLIENT-OF-UNIT2_Connected
. - app-modbus . .
Networking > 2023-09-22T17:40:50.443Z Geod
Accounts
app-modbus L
Services roH 2023-09-22T17-40:52.6052 Good
System |
ystem logs app-modbus MODBUS-SERVER_Connected

~

Good




5.1.3 dainsy#7change the enaf-life iptables/ebtable/ipset firewally nftables

This modification is transparent to the user because the DAINSY firewall is always configured using the user
configuration tool firewalld The change concerns the firewalld backend. It has been replaced with a newer
technology: nftables(nftableswas already available on DAINSY image but not used until this release). This
implies:

9 The update of firewalld from 0.9.9 to 1.3.3.
I The removal of ebtables2.0.11.

9 The removal of ipset6.38.

9 The removal of iptables1.8.7.

For more information, please follow this link: https://firewalld.org/2018/07/nftables-backend

5.1.4 dainsy#18&ystem protectiorior cockpit memory leak.

When DAINSY is running out of memory, the Linux OOM mechanism (Out-Of-Memory Killer) kills the process
that consumes the most memory according to scoring weight. This fix concerns the adjustment of Cockpit OOM
weight so that it is closed with priority over other system processes (because Cockpit it is not essential).

admin@
hw-ovf21

App-modbus admin@hw-ovf21: /lib/systemd/system

App-mgtt admin@hw-ovf21: /1ib/systemd/system$ cat cockpit-wsinstance-https@.service
[Unit]

Description=Cockpit Web Service https instance %I

BindsTo=cockpit.service

Documentation=man:cockpit-ws(8)

App-opcua-clt

App-opcua-srv
[Servicel
Blooms corendjust=1000
511 ce=system-cockpithttps.slice
ExecStart=/usr/libexec/cockpit-ws --for-tls-proxy --port=8
App-smartmicro User=cockpit
roup=cockpit
admin@hw-ovf21: /1ib/systemd/system$

App-s8000



https://firewalld.org/2018/07/nftables-backend

5.1.5 dainsy#18Dbootloader parameter foEPUsecurity breaches mitigation

Use of a general bootloader setting for applying all applicable CPU mitigations, rather than individual settings in
the /boot/EFI/BOOT/grub.cfgonfiguration file.

(CMDLINE="quiet loglevel=3 fips=1 systemd.show_ status=true systemd.gpt auto=false cpufreq.off=1 net.ifnames=1 biosdevname=8 preempt=full mitigations=auto,nosmt'

5.1.6 dainsy#182NTPserver declaration on the cockpit overview page

It is now possible to declare additional NTP addresses managed by chrony the NTP service, from the Cockpit
Overviewpage. This possibility is in addition to the standard configuration method already present in DAINSY.

admin
hw-ovf21

App-modbus

App-matt Change system time

App-opcua-cit Time zone Universal

App-opcua-srv Senime:>mmmanca using ad
Al

timel.google.com

time2.google.com




5.1.7 dainsy#183&dd support for VRRP protocol.

VRRP protocol is now available in the firewalld services list. It can be useful to support redundant router
network architectures.

admin@
hw-ov21 Administrative access @ Help ~ £t Session ~

App-modbus etworking » Firewall

App-mqtt Firewall @ cvved Incoming requests are blocked by default. Outgoing requests are not blocked

App-opcua-clt

B TEODCHE S Publiczone  Interfaces enp2sl, enp2s0, enp2s2  Allowed addresses Entire subnet
App-s8000
Service TP uDP
App-smartmicro
PP > cockpit aa3

T > dhepvb-client 546
QOverview > ssh
Settings. > samba-client 138,137
Networking

> vITR
Accounts

> zabbix-agent 10050

> high-availability 2224, 3121, 5403,9929, 21064 5404, 5405-541

5.1.8 dainsy#184jives additional space to the root partition.

Give some free space in the root partition to avoid warnings in the Cockpit metrics page. However, free space on
the root partition is not important under DAINSY because the root partition is mounted read-only.

admin@
hw-ovf21 Administrative access @ Heb ~ € session ~
App-modbus Overview > Metrics and history
App-mqtt
App-opcua-cit CPU Memory Disks Network
2CPUs average: 58% max: 58% RAM 1.00 GB available Read 0 Write 565 kB/s Interface in Out
App-opcua-srv —_—— —
View all CPUs Vien per-disk threughput enp2s0 205k8/s saskeys
v > . enpzsz 1855
GEPEERY Load  1min'117,5min141, 15min-141 frootfs 223 MB free
lo 142 kB,
i 5 .
App-smartmicro Service % Service Used fdatafs S03MB free enp2s1 893 k8/s 137ke/e
306 cluster-ctr 404118 / 503 MB free
100 145MB
System 7 /boot 8.94MB free
55 108 MB —_—
Overview 38 t 60.2MB
15 a9.7MB

Settings

Networking

Accounts




5.1.9 dainsy#185%eplacement of Mscheduler to control groups.

Using a real-time scheduler is a method of prioritizing certain processes for CPU access. Although this method
has been recognized for many years, a communication system like DAINSY requires the sharing of numerous
resources used by these different processes and this sharing can lead to multiple blocking conditions (CPU,
memory, I/0, networking, etc.). These are responsible for poor use of resources and consequently poor use of
equipment.

To resolve this situation, a method of sharing resources by control groups was implemented. In this new mode
of operation, all processes have variable priorities which increase depending on the duration for which they
need the resources. This technique is overall more effective in the context of DAINSY and increases general
performance.

To monitor CPU usage, users can now execute the systemdcgtopcommand (for systemd control group top).

admin®

hw-ovf21 Administrative access @ Help ~ 8 Session ~

App-modbus

root@hu-ovf21: Jetc Fontsize — 16 + Appearance Black ~

App-matt

App-opcua-srv
5 102.m

App-s8000 9.5M

App-smartmicro

System

[

Settings

Networking

NetworkMan:

Accounts

Applications

Diagnostic reports

Dictionary
C109afbFAcEI96Fb92427a04104649b930ca19595

Software updates



5.1.10 dainsy#18@&eneral system hardening.

Following the best industry practices and an internal configuration assessment, these configurations has been
hardened:

=

Account: Set maximum password age to 365 days.
Account: Set minimum password age to 1 day.
Account: Lock user for 15 mins after 5 login failures.
Account: Log sudocommands to /var/log/sudo.log
Boot: Password protect bootloader edition.

Files: Add noexedflag to mount point /dev/shm
Files: Limit access rights to mount point /boot.
Files: Limit access rights to shadow file.

SSH: Add pre-login legal banner (issue.nek

SSH: Restrict sshlogin to admin and tech only.

SSH: Disallow root login and empty password login.
SSH: Disallow TCP forwarding and x11 forwarding.
SSH: Limit login time to 60s before disconnecting.
SSH: Limit login retry to 4 before disconnecting.
SSH: Disable host-based authentication.

=4 =4 =4 =8 -4 -4 -8 -f o oa o oa o

The configuration profile of Wazuhsecurity agent is now almost perfect. The last items must be resolved on the
client system.

= WQzUh. v g hweovizi
hw-ovf21  Security events ntegrity monitoring ~ SCA  System Auditing  Vulnerabilities  MITRE ATT&CK Mare.. 1 Inventory data ) Stats 8 Configuration

D Status P Versior Groups Operating system Cluster nade Regiira Last kaep aiive

228 ® active 10714129 Wazuh v 30 ) DAINSY Linux feature/e. nodeD! Sep 15, 2023 @ 15:09:42.000 Sep 15, 2023 @ 15:17:48.000

Last 24 t
AITI & - M: Recent eve
MITRE [y Compliance FIM: Recent events
Time & Path Action Ruie description Rule Level  Rule I
o o No recent events
No results No results
Events count evolution SCA: Last scar &2

CIS Benchmark for DAINSY/Linux 4 |SiST8SinE/

Total check

3 100 97%

fi#] Start time: Sep 15, 2023 @ 15:10:15.000 © Duration: < 1s



5.1.11 dainsy#188dainsy#192ockpit update

Cockpit has been updated from version 285 to version 290. The login page has also been updated with the latest
DAINSY marketing image.

DAINSY Linux

DATA INTEGRATION SYSTEM

Server: hw-ovf21

Log in with your server user account.




5.1.12 dainsy#19X&llows members of security group grpnfig to restart apps.

Allow members of the grp-configsecurity group to restart DAINSY apps, even if administrative access (sudg is
not activated. This permission is required to allow automatic restart of applications when a configuration file is
modified by a user.

admin:
hw-ovf21 & Limited access @ Help ~ €2 Session ~

Q Search

Apps Save file
App-bluetooth Please confirm. th
App-flir
App-isagraf
App-modbus
App-matt

App-opcua-cit

App-opcua-srv

5.1.13 dainsy#193ystem restart optimization.

Reduces wait time when services close before killing it.

When requesting to stop an application, if the process does not respond for a certain period, systemd kills it to
resolve the situation. This delay has been revised from the default 90 seconds to 10 seconds to avoid excessive
blocking situations when restarting the machine. A delay of 10 seconds is considered sufficient to handle all
cases of normal operation.

The parameter has been applied in these two configuration files:

admin@
hw-ovf21

App-modbus admin@hw-ovf2l: /lib/systemd

App-maqtt admin@hw-ovf21: /1ib/systemd$ cat user.conf.d/8@8-systemd-conf.conf
[Man
IDefaultTimecu‘tS‘tupSEc:lE!s
admin@hw-ovf21:/1ib/systemd$ cat system.conf.d/@8-systemd-conf.conf
[Manager]
App-opcua-srv DefaultCPUACcounting=yes
DefaultTOAccounting=yes
DefaultIPAccounting=yes
DefaultBlockIOAccounting=yes
DefaultMemoryAccounting=yes
App-smartmicro DefaultTasksAccounting=yes
RuntimeWatchdogSec=64s
RebogtWatchdosSec=64s
IDefaultTimeou‘tS‘tupSEc:lﬂs
System admin@he-ovT21: /1167 systends |

App-opcua-clt

App-s8000




5.1.14 dainsy#194 New BSP support for Siemens SIMATIC IPCBX39A

DAINSY is now compatible with the new Siemens SIMATIC BOX IPCBX39A target. The latter, configurable,
includes up to 4 network interfaces, a processor @ 8 cores (16 threads) as well as 32 GB of RAM. This is the first
Siemens target that no longer uses a removable disk. It is equipped with an integrated NVMe drive. Porting to
DAINSY makes it possible to use the electronic watchdog, the LED indicators as well as the NVRAM memory for
industrial processes.

SIMATIC MICROBOX PC

5.1.15 dainsy#195 Fix network manager service failure when no DHCP answer has been received.

When a network adapter is configured with DHCP and no response is received after the configured timeout
(30s), the network-manager-wait-online service fails. This behavior is confusing for the user and therefore an
exception was added to avoid the situation.



5.1.16 dainsy#196 Redis database keys searching without case sensitivity.

Searching for keys in the Cockpit dictionary by providing a search filter is an integrated DAINSY function since its
beginnings. To make the search intuitive, the search has been programmed on the Cockpit client side so that it is
not case sensitive. Since the change made under DAINSY 4.0.3 for support for large databases, the search is now
applied on the server side, directly when calling the SCAN function of Redis. This function therefore no longer
uses a "regex" or "wildcard" search, but rather uses the "glob", a format more specific to Redis.

The "glob" format is case sensitive by default, so it was changed in the Redis server to make it case insensitive
and keep the precedent behavior. The advantage is that now all Redis search functions, including those that
could be performed on the command line through Redis-cli, will now be case insensitive.

admin@

hw-ovf21 Administrative access @ Help ~ n Session ¥

Q, Search admin@hw-ovf21: ~ Font size = 7 + Appearance Black w ‘ Reset |

ladmin@hw-ovf21:~$ redis-cli keys D*

) "dainsy_database_key_read_per_sec"
"dainsy_cluster_thisnode_status_Other™
"dainsy_database_key_count”
"dainsy_system cpu load"
"dainsy_database_cpu_load"
"dainsy_time_now_posix"
"dainsy_database_key_write_per_sec"
"dainsy_system memory_usage”
"dainsy_cluster_thisnode_status"
"dainsy_cluster_thisnode"
"dainsy_database_memory_usage”
"dainsy_cluster_enabled"
"dainsy_license_status”
"dainsy_watchdog_system_bootstatus™
"dainsy_system status_Other"
"dainsy_cluster_masternode"
"dainsy_system_uptime"
"dainsy_watchdog_system_active”
"dainsy_license_status_Other"
"dainsy_system status"
"dainsy_time_ntp_synchronized”

ladmin@hw-ovf21:~$ I

Apps
App-bluetooth
App-flir

App-isagraf

App-modbus

App-mgtt

App-opcua-clt

App-opcua-srv

App-s8000

App-smartmicro




5.1.17 cockpitredis#8 Add backend controller to support the new cockpit dictionary write feature.

Since the entry of the new writing functionality under the Cockpit dictionary, a new controller has been
introduced to manage in the backend the initial writing and deletion of variables when updating user
configurations.

admin@
hw-ovf21 @ Limited access @ Heb ~ £ session ~

App-modbus

Profiles
App-matt

all ~ - Add to a profile Remove from profile
App-opcua-clt
App-opcua-srv

App-58000 Display limit 100 Y widcard ~ Filter

App-smartmicro J(0)  Source Key Value Quality @ Write

> O dictiona COCKPIT_BOOL_CMD oo -
System This is 2 writable boolean key
- COCKPITINT_CMD N
Overview > 0 This is0 writ erkey 2 Good i
Settings > O SCCKP”— TRING. ot Good 7,
his s a writ

Latwoiking > ] MODBUS-CLIENT-OF-UNIT1_1_Operational Good
Accounts app-mod

> O sepmmedhus MODBUS-CLIENT-OF-UNITLBOOL_READ 0 Good

23-03-15TI8:01:20 7612

5.1.18 cockpitredis#20 Server based filtering to support very large databases.

The DAINSY dictionary now uses a filtered list system executed on the server side, which allows to consult larger
databases on the client side, of around 100,000 keys.

App-isagraf
Please note
App-modbus Modifying profiles is disabled because this node is running as Backup in the cluster
App-maqtt
App-opcua-cit Spy lists
App-opcua-srv none - o+ = Add to spy list Remove from spy list
App-s8000
App-smartmicro
Q, dainsy_data Display limit 20
System (0)  Key Value Quality & Source Write
X dainsy_database_cpu_load - - motd
Overview > : 38 Good e
e CPUIoad 2023- 5z
Settings R database_key_count — Cond motd
g 2023- 445
Networking motd
> 71 Good met 1_
Accounts
> 958 Good motd B
Services
K dai nemory_usage 281 Good motd

System logs




5.1.19 motd#4 Add new system variables into the database.

DAINSY now produces system variables which can be used to monitor the system.

1 dainsy_system_cpu_load A System CPU load (%).

9 dainsy_system_memory_usage A System memory usage (%).

1 dainsy_system_status A System status (O=Initializing, 1=Starting, 2=Running, 3=Degraded,
4=Maintenance, 5=Stopping, 6=0ffline, 7=Unknown).

dainsy_system_uptime A The amount of seconds since the system was last booted.
dainsy_database_cpu_load A Database CPU load (%).

dainsy_database_key_count A Total number of database keys.
dainsy_database_key_read_per_sec A Number of database keys read per second.
dainsy_database_key_write_per_sec A Number of database keys written per second.
dainsy_database_memory_usage A Database memory usage (%).

=A =4 =4 =4 4 =4

Profiles

App-bluetooth

App-flir

()  Source Key Value Quaiity @ Write

App-isagraf

App-modbus

App-mqtt

App-opcua-cit

App-opcua-srv




Component

Version (before)

Version (after)

Fixed CVEs

bind

9.18.11

9.18.17

CVE-2023-2828, CVE-
2023-2829, CVE-2023-
2911

corosync 3.0.3 3.1.7

dbus 1.14.6 1.14.8 CVE-2023-34969

diffutils 3.9 3.10

gnupg 2.3.7 2.4.2 CVE-2022-3515

gstreamer 1.20.5 1.20.7

krb5-user 1.17.2 1.20.1

libcrypt2 4.4.30 4.4.33

libcrypto3 3.0.8 3.0.10

libgccl 11.3.0 11.4.0

libgompl 11.3.0 11.4.0

libgpg-error 1.44 1.47

libksba8 1.6.3 1.6.4

libldb 234 2.7.2

libssl3 3.0.8 3.0.10

libstdc++6 11.3.0 11.4.0

libtalloc 2.3.3 2.4.0

libtdb 1.4.3 1.4.8

libtevent 0.10.2 0.14.1

libvertoO 1.17.2 1.20.1

nodejs 16.19.1 16.20.2

pyldb 234 2.7.2

pytalloc 2.3.3 2.4.0

python3-tdb 1.4.3 1.4.8

samba 4.14.14 4.18.3 CVE-2021-20251, CVE-
2021-20316, CVE-2021-
44141, CVE-2022-3437,
CVE-2022-42898, CVE-
2022-45141, CVE-2023-
0614, CVE-2023-0922

libgb 2.0.6 2.0.8 CVE-2023-39976

openssl| 3.0.8 3.0.10 CVE-2023-1255, CVE-
2023-2650, CVE-2023-
2975, CVE-2023-3817

python3 3.10.9 3.10.13 CVE-2023-36632, CVE-
2023-40217

redis 7.0.9 7.0.12 CVE-2022-24834, CVE-

2022-3734, CVE-2023-
28425, CVE-2023-28856,
CVE-2023-36824




tcpdump 499.1 4.99.4

tzdata 2022g 2023c

vim 9.0.1429 9.0.1592 CVE-2023-2426, CVE-

2023-2609, CVE-2023-
2610

wget 1.21.3 1.21.4

wireless-regdb-static 2023.02.13 2023.05.03

Component Version Fixed CVEs

c-ares 1.18.1 CVE-2023-31124, CVE-2023-31130,
CVE-2023-31147, CVE-2023-32067

cups 2.4.2 CVE-2023-32324, CVE-2023-34241

curl 7.82.0 CVE-2023-28319, CVE-2023-28320,
CVE-2023-28321, CVE-2023-28322

cyrus-sasl 2.1.28 CVE-2015-2583, CVE-2015-2624,
CVE-2015-2626, CVE-2015-2640,
CVE-2015-2654, CVE-2015-2656,
CVE-2015-4754, CVE-2015-4764,
CVE-2015-4774, CVE-2015-4775,
CVE-2015-4776, CVE-2015-4777,
CVE-2015-4778, CVE-2015-4779,
CVE-2015-4780, CVE-2015-4781,
CVE-2015-4782, CVE-2015-4783,
CVE-2015-4784, CVE-2015-4785,
CVE-2015-4786, CVE-2015-4787,
CVE-2015-4788, CVE-2015-4789,
CVE-2015-4790, CVE-2016-0682,
CVE-2016-0689, CVE-2016-0692,
CVE-2016-0694, CVE-2016-3418,
CVE-2020-2981

file 541 CVE-2022-48554

glibc 2.35 CVE-2010-4756

json-c 0.15 CVE-2021-32292

libarchive 3.6.2 CVE-2023-30571

libcap 2.66 CVE-2023-2602, CVE-2023-2603

libpcre2 10.40 CVE-2022-41409

libxml2 2.9.14 CVE-2023-28484, CVE-2023-29469




kernel

5.19.17

CVE-1999-0524, CVE-1999-0656,
CVE-2006-2932, CVE-2007-2764,
CVE-2007-4998, CVE-2008-2544,
CVE-2008-4609, CVE-2010-0298,
CVE-2010-4563, CVE-2014-1737,
CVE-2014-2648, CVE-2014-3153,
CVE-2014-3534, CVE-2014-8171,
CVE-2015-8955, CVE-2016-0774,
CVE-2016-3695, CVE-2016-3699,
CVE-2017-1000255, CVE-2017-
1000377, CVE-2017-6264, CVE-
2018-1000026, CVE-2018-10840,
CVE-2018-10876, CVE-2018-10878,
CVE-2018-10882, CVE-2018-10902,
CVE-2018-14625, CVE-2018-6559,
CVE-2019-14899, CVE-2019-3016,
CVE-2019-3819, CVE-2019-3887,
CVE-2020-10742, CVE-2020-16119,
CVE-2020-1749, CVE-2020-25668,
CVE-2020-25672, CVE-2020-27777,
CVE-2020-27815, CVE-2020-27820,
CVE-2020-8834, CVE-2021-20194,
CVE-2021-20265, CVE-2021-28972,
CVE-2021-3564, CVE-2021-3640,
CVE-2021-3669, CVE-2021-3759,
CVE-2021-4083, CVE-2021-4218,
CVE-2022-0286, CVE-2022-0850,
CVE-2022-1184, CVE-2022-1462,
CVE-2022-2308, CVE-2022-2327,
CVE-2022-2663, CVE-2022-2785,
CVE-2022-2905, CVE-2022-3202,
CVE-2022-3303, CVE-2022-3586,
CVE-2022-3594, CVE-2022-3621,
CVE-2022-3636, CVE-2022-3646,
CVE-2022-41858, CVE-2022-4662,
CVE-2023-2019, CVE-2023-22998,
CVE-2023-23005, CVE-2023-26605,
CVE-2023-3111, CVE-2023-3269,
CVE-2023-38426, CVE-2023-38427,
CVE-2023-38428, CVE-2023-38429,
CVE-2023-38430, CVE-2023-38431,
CVE-2023-38432, CVE-2023-4194,
CVE-2023-4394, CVE-2023-4611

ncurse

6.3

CVE-2023-29491

openssh

8.9p1

CVE-2023-28531, CVE-2023-38408

packagekit

1.2.6

CVE-2020-16122

perl

5.341

CVE-2023-31484, CVE-2023-31486




procps

3.3.17

CVE-2023-4016

zabbix

5.4.12

CVE-2023-29451
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